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1 State four types of mobile computer systems that can be used for tasks outside an
office environment. (4 marks)

2 Explain how each of the following computer systems can be used in a large organisation.
*  Mainframe.
. Desktop. (4 marks)
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3 Explain how each of the following components store data that is written to them.
+  USBportable storage drive.
. Digital Video Disk (DVD).

. Hard Disk Drive (HDD). (6 marks)
4 State four types of application software that can be used to produce documents for
use in an organisation. (4 marks)
3 See next page o+
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5  Explain how each of following network protocols can be used by software installed on
an individual’s computer.

. SMTP
. IMAP
. POP3 (6 marks)
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6  Explain three benefits of using the network topology shown in Figure 1 in a small
office network. (6 marks)

Figure 1

o} 5 See next page +
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7 Listfour technology vulnerabilities that can compromise the security of a
computer system. (4 marks)
8  Explain how the security of a computer system can be compromised by each of the
following software vulnerabilities.
«  Backdoorentry.
(4 marks)

«  Upgrades.
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9  Describe how an administrator can use the following methods to reduce the risk of the
security of IT systems being compromised.
*  Update software.
. Manage user access rights.

. Removable media control. (6 marks)
10 Identify two reasons why data would be routinely backed up by an organisation. (2 marks)
7 See next page o+
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11 Describe why an administrator may use the following tools to support an effective
backup strategy.
. Operating system utilities.
*  Filetransfer protocol.

. Cloud backup. (6 marks)
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12 State four procedures that can be carried out by a helpdesk to support users. (4 marks)

13 Describe how a support team can use the following interactions to identify the cause
of a problem being reported by an end user.
. Open questions.
*  Closed questions.

. Emails. (6 marks)

9 See next page o+



4= 5220522 4June2019 =fu

14 Alocal animal rescue charity has asked for a networked office computer system to
handle its administration processes when dealing with its clients. You have been
asked to report on the provision of the hardware for the system.

They have three office-based staff and one who works out of the office to complete
inspection visits. The system must be able to cope with a planned future increase of
staff and it must allow everyone to share files and use a single printer.

Discuss what would be included in your report, describing how the proposed system
can be implemented. (9 marks)

= 10 +
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15 The animal charity has accepted the proposals for the networked system as specified
in Question 14.

This must be fully installed and configured with relevant software to allow the:
«  production of marketing materials

+  sending and receipt of e-mails

*  management of their financial accounts.

They also require ongoing user support and guidance for a period of two years.

Discuss the software requirements for the proposed system, making
recommendations to meet their needs. (9 marks)

+ 1 End of examination +



