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1       a)      State two connection interfaces used in computer systems.                                                         (2 marks)

b)      Describe the purpose of each connection interface stated in Question 1a).                              (4 marks)

2       a)      State two key functions of an operating system.                                                                                (2 marks)

b)      Describe how each function stated in Question 2a) is used in an operating system.                 (4 marks)
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3 See next page

3       a)      State two types of network.                                                                                                                     (2 marks)

b)      Describe how each network type stated in Question 3a) operates.                                              (4 marks)

4       a)      State two types of organisational risk associated with digital engagement.                              (2 marks)

b)      Describe the potential impact to an organisation of each of the risks stated in 
Question 4a).                                                                                                                                                 (4 marks)
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5       Explain how an organisation complies with the following areas of legislation:
•        Data protection
•        Computer Misuse
•        Copyright, design and patents.                                                                                                                (6 marks)
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6       a)      State two emerging threats to cyber security.                                                                                    (2 marks)

b)      Describe how an organisation can mitigate against each of the threats stated in 
Question 6a).                                                                                                                                                 (4 marks)

7       Explain how each of the following can compromise organisational security:
•        Inappropriate file sharing
•        Unsecure social network accounts.                                                                                                        (4 marks)
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8       a)      State two methods that can be implemented by a system administrator to 
mitigate risks to an IT system.                                                                                                                   (2 marks)

b)      Explain how each method stated in Question 8a) can help to protect an IT system.                  (4 marks)

9       a)      State two reasons why an organisation backs up its data.                                                              (2 marks)

b)      Explain the importance to an organisation of each reason stated in Question 9a).                  (4 marks)
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10     a)      State four benefits of providing customer support.                                                                          (4 marks)

b)      Explain why one of the benefits stated in Question 10a) is important to 
an organisation.                                                                                                                                            (2 marks)

11     Describe how an organisation can use the following types of end user 
support documentation:
•        Frequently Asked Questions (FAQs)
•        Forums.                                                                                                                                                           (4 marks)
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12     You have been asked by a company to produce a report about the migration of existing 
local onsite backup services to a Cloud-based system. The backup system will be used 
by all the employees to store sensitive data.
Discuss what should be included in the report.                                                                                            (9 marks)
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9 End of assessment

13     A college principal wants to provide guidance to be published on the college website 
that will help students understand how to behave safely online when using social 
networks. The principal has asked you for advice on the content.
Discuss what should be included in the guidance.                                                                                       (9 marks)


