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1 State four stages of a ‘system life cycle’ used when implementing new systems. (4 marks)

2 Explain why the following factors are taken into account when defining a project scope
for the development of a system.
. Business requirements.

. User requirements. (4 marks)
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3 Explain how the following design diagrams can be used when documenting a

new system.
+  Entity relationship.

. Data flow diagram. (4 marks)
4 State two types of Cloud services that can be used to support business activities. (2 marks)
3 See next page o+
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5  Explain the following Cloud models that can be used by organisations.

. Public.
. Private.
. Hybrid. (6 marks)

6  Explainthe impact of the following potential risks that can be encountered when
conducting business using Cloud services.
«  Lossorcorruption of client data.
. Theft of client data. (4 marks)
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7  Statetwo types of cables that can be used when creating a network. (2 marks)

8  Explain the use of the following technologies when implementing a network.
. DNS.
. DHCP.
. IP V4. (6 marks)

9  State two metrics that can be used when monitoring network performance. (2 marks)
5 See next page o+
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10  Explain how the following countermeasures operate when mitigating against threats
ina network environment.
«  Publickey encryption.

«  Private key encryption.
. SSL. (6 marks)

11 State two techniques that are commonly used to gather information regarding a fault

reported by an end-user. (2 marks)
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12 Describe how the following methods can be used to determine a probable cause

to a fault.
*  Trendanalysis.

. What if scenario. (4 marks)
13 Explain how each of the following can contribute to the effective maintenance of
technical support within a business environment.
. Service Level Agreements (SLA).
. Remote Support Services. (4 marks)
7 See next page o+
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14 List four benefits that can be achieved by implementing a formal infrastructure
management strategy. (4 marks)
15 Explain one benefit to an organisation of using each of the following centralised
computing facilities.
«  Edge computing.
(4 marks)

«  Grid computing.
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16  Explain the type of technical support that an organisation can expect to receive from

the following.
. Tier 1 support.

*  Escalated support. (4 marks)

9 See next page o+
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17 Youare currently employed as an infrastructure technician for a car rental chain. They
are currently connected to the Internet via an ADSL connection. They want to have a
single system that improves their connection to external networks and offers a facility
to connect to their vehicles.

Discuss the available technologies and any considerations that must be taken into
account when planning the upgrade. (9 marks)
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18 Anengineering company is considering the use of an entirely remote, third party
Cloud-based service to store and back up their Computer Aided Design (CAD)
drawings and client data.

Discuss the available technologies and any considerations that must be taken into
account when planning the new system. (9 marks)

+ 1 End of examination +



