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1 State four factors that can be taken into account when preparing the scope for the

development of a system. (4 marks)
2 Explainthe purpose of the following stages of a ‘system life cycle’ when replacing an
existing system.
«  Feasibility.
(4 marks)

«  Implementation.
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3 Describe how the following methodologies are implemented as part of the analysis

and design of a system.
«  Spiral.

*  Rapidapplication development (RAD). (4 marks)
4 State two metrics that can be used when establishing a baseline for Cloud services. (2 marks)
3 See next page o+
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5  Explain how the following Cloud services are delivered.
. Software as a Service (Saas).
. Platform as a Service (Paa$).
. Infrastructure as a Service (laas). (6 marks)

6  Explain two potential cost savings that can be offered to an organisation by

introducing Cloud services. (4 marks)
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7  Statetwo types of interconnection devices that can be used when creating a network. (2 marks)

8  Describe how the following technologies are used when securing a wireless network.
. Security Set Identifier (SSID).
. Wired Equivalent Privacy (WEP).

. Wi-Fi Protected Access (WPA). (6 marks)
9  State two design factors that can directly affect the process of network management. (2 marks)
5 See next page o+
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10 Describe each of the following threats to a network.

. Worms.
+  DoS attack.
. Zombie. (6 marks)
11 State two tools that are commonly used in providing technical supportin
(2 marks)

an organisation.
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12 Explain how the following methods are used to provide technical support within

an organisation.
*  Vendor support.

. In-house technician. (4 marks)
13 Explain how the following ‘Command Line Interface (CLI)’ utilities are used to
troubleshoot network issues.
. Ping.
. Trace route (tracert). (4 marks)
7 See next page o+
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14 Listfour roles associated with infrastructure management within an organisation. (4 marks)

15 Explain the use of the following centralised computing facilities within a
large organisation.
. Mainframe computers.

. Distributed systems. (4 marks)




4= 5220-536 7March2019 ==

16 Explain the role of the following employees within an organisation.
. Database administrator.
. Network manager. (4 marks)

o} 9 See next page +
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17 Achain of book stores is looking to consolidate their stock ordering systems onto a
centralised Cloud based system. At present they do not have a centralised ordering
system, currently each store prepares and submits their orders directly to
the publishers.

Discuss the available technologies and any considerations that must be taken into
account when moving to the Cloud based system. (9 marks)

= 10 +
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18 Youare employed as an IT technician for a small accounting firm.

Following a ransomware attack on your organisations network, the senior partner has
asked you to prepare a report. The report must discuss common security threats and
the measures that can be adopted to mitigate against them.

Discuss the considerations that must be taken into account when mitigating against
potential threats. (9 marks)

+ 1 End of examination +



