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City & Guilds offers the following qualifications as part ofGE Professional Competence
qualification:

Quialification title Number Ofqual number
City & Guildd.evel 2 Diploma in ICT Professional 452002 501/1789/0
Competence

City & Guild$.evel 3 Diploma in ICT Professional 452003 501/1788/9
Competence

City & Guildd.evel 4 Diploma in ICT Professional 452004 501/1787/7
Competence

This unit handbook contains the units from Levels 1, 2, 3 and 4, which are part@tyh& Guilds
Level 2, 3 and 4 Diplomas in ICT Professional Competence.

Theunit handbook should be read in conjunction with t8éy & Guild®iploma in ICT Professional

Competenc&ualificationHandbook(452602, 452003, 452604), contairing the following
T Introduction to the qualifications

T Centre requirements

9 Structure of the qualifications

1 Course design and delivery

These handbooks can bewnloaded fromwww.cityandguilds.com

Structure of the units

The units in these qualifications are written in a standard format and comprise the following:
City & Guilds unit number

Title

Unit AccreditationNumber (UAN)

Level

Qredit value

Satement of guided learning hours

Unit aim

Learning outcomesind assessment criteria

= =4 4 4 -4 —a -2 -2

Guidance for centres
A glossary (Appendix 1) contains a list of terms that appear in the units.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)

dzy A 1



Barred combinations

Units that have a significant overlap in content 8@ I NNB R O 2 ¥atnas\tan flakeuyita thed
are barred and they will appear on thearnelQa / SNIAFAOI GS 2F ' yAlG / NBRA
not both/all count towards the credit required for a qualification.

If a centre wishes to claimvb (or more) barred units for karner, they are advised to claim the unit
that is most necessary to the rules of combination for the qualification and then wait until they receive
the certification before they claim the other barred unit(s).

If a centre claims two (or more) barred unitstae same time, they may not be recognised and
therefore thelearnerwill not be considered to have achieved the qualification.
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UAN: H/507/0173

Level: 3

Credit value: 17

GLH: 83

Aim: This unit introduces learners to the architecture, structure

functions, components, and models of the Internet and
other computer networks. It covers the principles and
structure of IP addressing and the fundamentals of Ethert
concepts, media, and opations. Successful completion ol
the unit would enable learners to build simple LANSs,
perform basic configurations for routers and switches, an
implement IP addressing schemes.

This unit includes content from Cisco CCNA Routing and
Switching curriculumIn particular, the content is relevant
to the Introduction to Networks course.

Learning outcome

The learner will:
1. Understand networking within business

Assessment criteria

The learner can:

1.1 explain how multiple networks are usedemerydaylife

1.2 explain how rules are used to facilitate communication

1.3 explain trends in networking that will affect the use of networks

1.4 describe how a host computer builds a message and sends it to a destination.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891) 9



Learning outcome

The learner will:
2. Understand how standardisation supports interoperable 4€ogtnd communications

Assessment criteria

The learner can:

2.1 explain the topologies used in a network

2.2 explain the devices used in a network

2.3 explain thecharacteristics of a network that supports communications

2.4 explain the role of protocols in facilitating interoperability in network communications

2.5 explain the role of standards organisation in facilitating interoperability in network
communications.

Leaning outcome

The learner will:
3. Understand the process by which devices access resources using the TCP/IP suite

Assessment criteria

The learner can:
3.1 explain how devices on a Local Area Network (LAN) access resources

3.2 explain how thephysicallayer supports communication across data networks (protocols ¢
services)

3.3 explain the role of thalatalink layerin supporting communication across data networks
(protocols and services)

3.4 compare media access control techniques with logical topologies used in networks

3.5 explain the role of the Address Resolution Protocol (ARP) in supporting network conne
3.6 explain the operation oftBernet at the network access layer of TCP/IP within a LAN

3.7 explain how thenetwork layer supports communication across data networks

3.8 explain how thdransport layer supports communication across data networks

3.9 compare the operations of transport layer protocotssupporting eneto-end
communication

3.10 explain the operation of the application layer in providing support to-asdr applications
3.11 describe the features of thapplicationlayer

3.12 describe the operation of thapplication layer

3.13 describe the use dhe application layer

Range

network layer (protocolsand services)
transport layer (protocolsand services)
applicationlayer (protocolsand services)
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Learning outcome

The learner will:
4. Be able to design an IP addressing scheme to provide netooihkectivity

Assessment criteria

The learner can:

4.1 explain the use of IPv4 addresses to provide connectivity

4.2 calculatelPv4addressedo enable eneto-end connectivity

4.3 design an IP addressing scheme to provide connectivity to end users
4.4 explain theuse of IPv6 addresses to provide connectivity

4.5 explain design considerations for implementing IPv6.

Range

IPv4addressegnetwork, host, broadcast)

Learning outcome

The learner will:
5. Be able to implement network connectivity between devices

Assessment criteria

The learner can:

5.1 connect network devices with media

5.2 configure IP address parameters on devices to provideterghd connectivity
5.3 explain how a network of directly connected segments is configured

5.4 explain how a network of directly ooected segments is verified

5.5 configure wireless on an integrated router

5.6 use testing utilities to test network connectivity.

Learning outcome

The learner will:
6. Be able to configure network access

Assessment criteria

The learner can:

6.1 determine thedevices required to route traffic

6.2 explain how routers enable erd-end connectivity

6.3 configure a router

6.4 explain how switches in enable etalend connectivity

6.5 implement LAN switching to enable etalend connectivity

6.6 use show commands to establishedative performance baseline for the network.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)
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Learning outcome

The learner will:
7. Be able to configure initial Inter Network Operating System (I0S) device settings

Assessment criteria

The learner can:

7.1 explain features of 10S software

7.2 explain functions of I0S software

7.3 configure initial setting on a network using 10S software

7.4 configure connectivity devices with device hardening features to enhance security
7.5 manage I0S configuration files to ensure device operation.

12 City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)
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UAN: K/507/0174

Level: 4

Credit value: 27

GLH: 143

Aim: This course provides for learners an understanding of the

architecture, components, and operations of routers and
switches in a small network. develops skills related to
configuring a router and a switch for basic functionality. C
successful completion of this unit, learners will be able to
configure and troubleshoot routers and switches and resc
common issues

This unit includes content from Cisco CGhtfoduction to
Networkingcurriculum. In particular, the content is releval
to the Routing and Switching Essentials course.

Learning outcome

The learner will:

1. Be able to configure switch ports tnanage network access

Assessment criteria

The learner can:

1.1 explain how Layer 2 switches forward data in a Local Area Network (LAN)
1.2 explain how switched networks support business

1.3 configure switch configurations

1.4 configure a switch using security bgshctices.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891) 13
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Learning outcome

The learner will:
2. Be able to implement Virtual Local Area Networks (VLANS) to logically segment networks

Assessment criteria

The learner can:

2.1 analyse how VLANs segment broadcast domains

2.2 implement VLANSs to segmennatwork

2.3 configure routing between VLANS

2.4 configure VLAN

2.5 configure trunking security features

2.6 implement interVLAN routing using Layer 3 switching to forward data
2.7 troubleshoot issues in a switched, mtMLAN routed environment.

Learning outcome

Thelearner will:
3. Be able to configure routing technologies to facilitate internetwork communications

Assessment criteria

The learner can:

3.1 explain how routers use information in data packets to make forwarding decisions
3.2 explain the function of dynamic routing protocols

3.3 configure a router for multiplelirectly connectechetworks

3.4 compare how routers learn about remote networks

3.5 analyse aouting tableto determine information.

Range

routing table (route source, administrative distance, metric)

Learning outcome

The learner will:
4. Be able to implement static routing to enable etwdend connectivity

Assessment criteria

The learner can:

4.1 explain the ways in which static routes canilmplemented
4.2 configure static routes to enable connectivity

4.3 troubleshootroute configurations

Range

route configurations(static, default)
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Learning outcome

The learner will:
5. Be able to implement Open Shortest Path First (OSPF) to esadbte-end connectivity

Assessment criteria

The learner can:

5.1 explain the operation of a singlrea OSPF as a linlite routing protocol that enables
dynamic routing

5.2 explain the function of linistate controls
5.3 configure OSPFV2 to enalitgernetwork communications in a IPv4 network
5.4 configure OSPFv3 to enable internetwork communications in an IPv6 network.

Learning outcome

The learner will:
6. Be able to automate IP addressing configuration for end devices

Assessment criteria

Thelearner can:
6.1 design an IP addressing scheme to provide connectivity to end users
6.2 implement DHCPV4 to provide addressing services tedawites across multiple LANs

6.3 implement DHCPV6 to provide IP addressing services talevides across multipleANs.

Learning outcome

The learner will:
7. Be able to implement Access Control Lists (ACL) to filter traffic

Assessment criteria

The learner can:

7.1 explain the purpose of ACLs

7.2 explain the operation of ACLs

7.3 implement IPVAACL4o filter traffic

7.4 implement IPV6 ACLs to filter traffic

7.5 troubleshoot ACL implementation issues affecting-¢mend connectivity.

Range

ACLgstandard, extended)

Learning outcome

The learner will:
8. Be able to implement Network Address Translation (NAT) faddiPess conservation

Assessment criteria

The learner can:
8.1 explain NAT services in providing IPv4 address scalability
8.2 configure NAT services on the edge router to provide IPv4 address scalability

8.3 interpret device output to correct NAimplementation issues affecting erd-end
connectivity from an internal to external LAN.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)
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UAN: M/507/0175

Level: 3

Credit value: 15

GLH: 73

Aim: This unit develops an understanding of the architecture,

components, and operations of routers and switches in large,
complex networks. Learners develop understanding and skills
required to configure routers and switches for advanced
functionality. Succesful completion of the unit would enable
learners to configure and troubleshoot routers and switches an
resolve common issues with OSPF, EIGRP, and STP in both If
IPv6 networks. They will also develop the knowledge and skKill
needed to implement &/LAN in a smatb-medium network.

This unit includes content from Cisco CGWching, Routing anc
WirelessEssentials curriculum. In particular, the content is
relevant to the Scaling Networks course

Learning outcome

The learner will:
1. Be able taconfigure switching hardware that facilitates network access

Assessment criteria

The learner can:

1.1
1.2
1.3

1.4

15
1.6
1.7
1.8
1.9

explain the need for hierarchical network design that is scalable
select network devices to meet requirements (feature compatibility, network)

explain the purpose of the spanning tree protocol in a switched Local Area Network (LA
environment with redundant inteswitch links

explain the operation of Per Virtual LAN Spanning Tree (PVST+) in a switched LAN
environment

configure PVST+ in a switcheAN

configure Rapid PVST+ in a switched LAN

explain the operation of link aggregation in a switched LAN environment
implement link aggregation to improve performance on higiffic switch links
verify First Hop Redundancy Protocols (FHRP) in a sditete/ork.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)



Learning outcome

The learner will:

2. Be able to implement wireless Local Area Networks (LANS) to provide network.access

Assessment criteria

The learner can:

2.1 explain how standards ensure interoperability in wireless networks
2.2 explain howwireless LAN components are deployed

2.3 describe security features available in a wireless network

2.4 implement a wireless LAN using a wireless router.

Learning outcome

The learner will:
3. Be able to implement Open Shortest Path First (OSPF) to esradbte-end connectivity

Assessment criteria

The learner can:

3.1 explain the operation of muliarea OSPF

3.2 implement multiarea OSPF for IPV4 to enable internetwork communications
3.3 implement advanced OSPF features to enhance operation

3.4 troubleshoot singearea OSPF configuration issues.

Learning outcome

The learner will:
4. Be able to implement Enhanced Interior Gateway Routing Protocol (EIGRP)

Assessment criteria

The learner can:

4.1 explain how the characteristics of EIGRP endple@amic routing

4.2 explain the operation of EIGRP that enables-tménd communication
4.3 implement EIGRP for IPv4 to enable internetwork communication
4.4 implement EIGRP for IPv6 to enable internetwork communications
4.5 implement advanced EIGRP features to enhaprrations

4.6 troubleshoot EIGRP configuration issues.

Learning outcome

The learner will:
5. Be able to managmter Network Operating System (I0S) system image files

Assessment criteria

The learner can:
5.1 select IOS system image files to suppuatwork requirements
5.2 configure a device to activate an upgrade IOS image.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)
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UAN: T/507/0176

Level: 3

Credit value: 18

GLH: 91

Aim: This unit covers the WAN technologies and network servi

required by converged applications in a complex network
enables learners to understand the selection criteria of
network devices and WAN technologies to meet network
requirements. They will Bn how to configure and
troubleshoot network devices and resolve common issue!
with data link protocols. They will also develop the
knowledge and skills needed to implement Virtual Private
Network (VPNpperations in a complex network.

This unit include content from Cisco CCNA Switching,
Routing and WireledSssentials curriculumn particular,
the content is relevant to the Connecting Networks cours¢

Learning outcome

The learner will:

1. Understand hierarchical network design

Assessmentriteria

The learner can:

1.1 explain how a hierarchical network model is used to design networks
1.2 explain how a modular approach is used in network design

1.3 explain how business network architectures work in collaboration with enterprise
architecture to allow oganisations to support business

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)




Learning outcome

The learner will:

2. Understand Wide Area Network (WAN) access technologies for small to msdiach
networks

Assessment criteria

The learner can:
2.1 describe WAN access technologies
2.2 select WANaccess technologies to satisfy business requirements.

Learning outcome

The learner will:
3. Be able to configure a serial interface to enable WAN communication

Assessment criteria

The learner can:

3.1 explain the operation oPointto-PointProtocol (PPP) across a peiatpoint serial link
3.2 configure PPP to enable internetwork communications

3.3 troubleshoot PPP issues that affect internetwork communications

3.4 configure High Level Data Link Control (HLDC) encapsulations on-topodint serial
communication link to enable WAN connectivity

3.5 explain the benefits of Frame Relay
3.6 explain the operation of Frame Relay
3.7 configure Frame Relay issues that affect internetwork communications

Learning outcome

The learner will:
4. Be able to configure aBthernet interface to enable broadband communication

Assessment criteria

The learner can:

4.1 explain how broadband technologies support remove connectivity for business
4.2 select broadband solutions to support remote connectivity

4.3 configure a routeiEthernet interface for connectivity.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)

19



20

Learning outcome

The learner will:
5. Be able to implemenietwork Address Translation (NA®) IP conservation

Assessment criteria

The learner can:

5.1 explain the operation of NAT services in providing dldress scalability

5.2 configure NAT services on the edge router to provide IPv4 address scalability
5.3 troubleshoot NAT issues that affect internetwork communications.

Learning outcome

The learner will:
6. Be able to configure mnnelling gotocol to enable siteto-site communication

Assessment criteria

The learner can:
6.1 explain the use of Virtual Private Networks (VPN) in securingcsisde connectivity

6.2 configure a Generic Routing Encapsulation (GRE) to set the foundation for sectmessite
connectivity

6.3 explain the operation of IPsec to secure VPN traffic
6.4 explain howemote accesgechnologiesare used to support remote connectivity.

Range

remote accesgechnologies(Secure Socket Layer (SSL), IPsec)

Learning outcome

The learnewill:
7. Be able to configure network monitoring

Assessment criteria

The learner can:
7.1 configure Syslog to monitor network operations
7.2 configure Simple Network Management Protocol (SNMP) to monitor network operations

Learning outcome

The learnewmill:
8. Be able to troubleshoot data networks

Assessment criteria

The learner can:
8.1 determine troubleshooting approach required for network problems
8.2 troubleshoot endto-end connectivity.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)
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Level: 1

Credit value: 9

GLH: 49

Aim: This unit introduces learners to the fundamentals of

personal computers. It covers basic concepts and
terminology related to their operation and allows learners
develop skills to set upwaorkstation. It also allows learner:
to develop skills to install software and consider security
requirements of a personal computer.

This unit covers the content of CompTIAFundamentals.

Learning outcome

The learner will;

1. Be able to uspersonal computers and their peripherals

Assessment criteria

The learner can:
1.1 define IT terminology

1.4 set up a PC workstation

1.2 identify risks associated with thggradingof personal computers
1.3 identify differences between different types péripherals

1.5 use the PC to operate peripherals.

Range

upgrading(technologies and equipment)
peripherals(connector types, monitor types, keyboard, mouse, printer)

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891) 21
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Learning outcome

The learner will:
2. Be able to manage software installations

Assessment criteria

The learner can:

2.1 install software

2.2 remove software

2.3 upgrade software

2.4 configure operating system

2.5 explain digital rights management
2.6 explain thefunction of software tools

Learning outcome

The learner will:
3. Be able to manage files

Assessment criteria

The learner can:

3.1 identify issues related to folder and file management
3.2 create folders

3.3 delete folders

3.4 rename folders

3.5 move folders

3.6 assign folder structure
3.7 create files

3.8 delete files

3.9 rename files

3.10 move files.

Learning outcome

The learner will:
4. Know how to managél security requirements.

Assessment criteria

The learner can:

4.1 recognise security risks

4.2 identify procedures t@revent security risks
4.3 recognise security breaches

4.4 identify access control methods

4.5 identify ways to resolve security breaches
4.6 identify IT related legislation.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)
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UAN: F/507/0178

Level: 1

Credit value: 7

GLH: 38

Aim: This unit introduces learners to the fundamentals of

computer hardware. It covers the characteristics and
functions of input, storage and peripheral hardware.
Learners will gain knowledge of compatibility issues and
common errors and how to carry bpreventative
maintenance.

This unit covers the content of CompTIA IT Fundamental:

Learning outcome

The learner will:
1. Know safety issues

Assessment criteria

The learner can:

1.1 recognise safety hazards
1.2 identify safety guidelines.

Learningoutcome

The learner will:

2. Understand personal computer hardware

Assessment criteria

The learner can:

2.1 operate computer devices

2.2 describe the characteristics of storage devices
2.3 explain the functions of storage devices

2.4 describe thecharacteristics of peripheral devices
2.5 explain the functions of peripheral devices

2.6 describe the characteristics of core input devices
2.7 explain the functions of core input devices.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891) 23



Learning outcome

The learner will:
3. Understand hardwareompatibility issues.

Assessment criteria

The learner can:

3.1 identify compatibility issues

3.2 recognise operational problems caused by hardware
3.3 use procedures to minimiggsks.

Range

risks(data loss, loss of service, damage to equipment)

Learning outcome

The learner will:
4. Know how to use maintenance products.

Assessment criteria

The learner can:
4.1 identify preventative maintenance products
4.2 describe how to use maintenangeoducts.

24 City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)
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UAN: A/507/0180

Level: 2

Credit value: 8

GLH: 40

Aim: Learners will gain basic knowledge of the Cloud computir

principles and concepts and their role in businesses. The'
will develop knowledge and some understanding of how
cloud services are adopted by businesses.

This unit covers the content of CompTlAud Essentials.

Learning outcome

The learner will:

1. Understand the characteristics of cloud services

Assessment criteria

The learner can:
1.1 define cloud computing

1.2 define cloud computing terminology

1.3 describe the relationship between cloedmputing and virtualisation
1.4 identify early examples of cloud computing

1.5 distinguish between different types of clouds.

Learning outcome

The learner will:

2. Be able to create a cloud infrastructure

Assessment criteria

The learner can:

2.1 identify types oforganisatiorthat might benefit from cloud computing

2.2 compare cloud computing with outsourcing

2.3 explain how the characteristics of clouds and cloud services relate to business operatio
2.4 explain how the characteristics of cloud computindnance business value.
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Learning outcome

The learner will:
3. Understand the technical perspectives of cloud computing

Assessment criteria

The learner can:

3.1 describe the technical differences between private and public types of clouds
3.2 explain how thdeaturesof cloud computing are deployed

3.3 explain technical threats associated with cloud computing

3.4 explain how to mitigate for technical threats associated welthud computing

3.5 describe the impact of cloud computing on application architecture

3.6 describe the impact of cloud computing on the applicatd®velopment process.

Range

features(networking, automation andelfservice federation,standardisation)

Learning outcome

The learner will:
4. Understand how cloud services are adopted

Assessment criteria

The learner can:

4.1 explain steps that lead to a successful adoption of cloud computing services

4.2 describe the skills required in an organisation adopting cloud computing

4.3 describe the critical success factors for an organisation adopting cloud computing
4.4 describe approaches for migrating applications.

Learning outcome

The learner will:
5. Understand the impact of cloud computing on organisations

Assessment criteria

The learner can:
5.1 describe the impact cloud computing has on IT service management in an organisation

5.2 describe how IT service management inoaganisation changess a result of implementing
cloud computing

5.3 describe how to explore the potential impact of cloud computing in an organisation

5.4 explain the effect of integrating cloud computing into an orgaitiga2 y Q& SEA &
risk and regulatory framework

5.5 explain the implications of direct cost for IT departments

5.6 explain the implications of cost allocations for IT departments

5.7 explain how to maintain strategic flexibility for informaticommunication technology.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)
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UAN: J/507/8508

Level: 2

Credit value: 20

GLH: 111

Aim: The unit addresses a wide range of topics that introduce

learners to the fundamental knowledge and skills of an
entry-level ITprofessional including networking, security,
virtualisation and desktop imaging and deployment. Thes
include the ability to assemble components based on
customer requirements, install, configure and maintain
devices, PCs and software for end users amdathility to
safely diagnose, resolve and document common hardwar
and software issues. Learners will also develop the skills
needed to provide appropriate customer support.

This unit covers the content of CompTIA-Abth parts.

Learningoutcome

The learner will:
1. Understand application security

Assessment criteria

The learner can:
1.1 describe types of personal computer systems

1.2 state computer hardware components

1.3 state computer software components

1.4 describe hardwareonfigurations for taskspecific computers

1.5 describe the purpose of tools used with personal computer components

1.6 describe the purpose of software used with personal computer components.
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Learning outcome

The learner will:
2. Be able to assembledesktop computer to meet requirements

Assessment criteria

The learner can:

2.1 explain the features of safe working conditions

2.2 assemble computer

2.3 boot the computer
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Learning outcome

The learner will:
3. Be able to use preventative maintenance techniques

Assessment criteria

The learner can:

3.1 describe the benefits of preventive maintenance fp@rsonal computers
3.2 identify preventive maintenance techniques for operating systems
3.3 apply preventive maintenance techniques for operating systems

Learning outcome

The learner will:
4. Be able to install operating systems

Assessment criteria

Thelearner can:

4.1 explain the purpose of operating systems

4.2 explain clientside virtualization

4.3 use tools to perform specific tasks within a Graphic User Interface (GUI)
4.4 install operating systems.

Learning outcome

The learner will:
5. Know networks andietworking technologies.

Assessment criteria

The learner can:

5.1 describe types of networks

5.2 describe networking concepts

5.3 describe networking technologies

5.4 describe physical components of a network

5.5 describe network topologies

5.6 describe Ethernestandards

5.7 identify technologies used to establish connectivity

5.8 identify preventive maintenance techniques used for networks
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Learning outcome

The learner will:
6. Understand the components of a basic laptop

Assessment criteria

The learner can:

6.1 describe the purpose of laptop features

6.2 describe laptop display components

6.3 describe how to configure laptop power settings

6.4 describe laptop wireless communication technologies
6.5 describe the installation of laptop components

6.6 describe the removal daptop components

6.7 identify preventive maintenance techniques for laptops

Learning outcome

The learner will:
7. Understand the capabilities of mobile devices

Assessment criteria

The learner can:

7.1 explain mobile device hardware

7.2 describe thefeatures of mobile operating systems
7.3 compare methods for securing mobile devices.

Learning outcome

The learner will:
8. Be able to network computers and mobile devices

Assessment criteria

The learner can:

8.1 establish basic network connectivity

8.2 configure email for a mobile device

8.3 connect a computer to a network

8.4 apply preventive maintenance techniques on a network.

Learning outcome

The learner will:
9. Be able to configure printers

Assessmentriteria

The learner can:

9.1 describe the features that are common to most printers
9.2 describe different types of printers

9.3 describe printer sharing procedures

9.4 share a printer

9.5 describe preventive maintenance techniques for a printer
9.6 install a printer

9.7 configure a printer.
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Learning outcome

The learner will:
10. Know security requirements

Assessment criteria

The learner can:

10.1 describe security threats

10.2 identify security procedures

10.3 identify preventive maintenance techniques for security.

Learningoutcome

The learner will:
11. Understand the roles and responsibilities of the IT professional

Assessment criteria

The learner can:

11.1 explain why good communication skills are a critical part of IT work
11.2 explain legal and ethical issues that arise in the IT industry

11.3 explain behaviours required in response to legal and ethical issues.

Learning outcome

The learner will:
12.Be able to troubleshoot problems

Assessment criteria

The learner can:

12.1 identify the steps of the troubleshooting process
12.2 troubleshoot computer components and peripherals
12.3 troubleshoot operating systems

12.4 troubleshoot networks

12.5 troubleshoot laptops

12.6 troubleshoot printers

12.7 troubleshoot mobile devices

12.8 troubleshoot security.
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Level: 3

Credit value: 7

GLH: 40

Aim: Thisunit has been designed to help a learieiild an

understandingand skills needed to work with Linux in these
topics: commandssystem architecture, file system hierarchy,
installation and package management.

On successfudompletion of this unit a learnemwill be able to
perform straightforward administrative tasks including executin
backup and restore and shutdown and reboot.

This unit is linked to th€ompTIA Linux+ part 1.

Learning outcome

The learner will:
1. Be able to operate Linux based operating systems

Assessment criteria

The learner can:

1.1 determine hardware settings
1.2 configure hardware settings
1.3 boot the system

1.4 change run levels

1.5 shut down the system

1.6 reboot the system.

Learning outcome

The learner will:
2. Be able to use package management

Assessment criteria

The learner can:

2.1 design hard disk layout
2.2 install a boot manager

2.3 manage shared libraries
2.4 usepackage management
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Learning outcome

The learner will:
3. Be able to use Linux based operating system commands

Assessment criteria

The learner can:

3.1 use shell commands

3.2 process text streams using filters
3.3 perform file management

3.4 use pipes

3.5 use streams

3.6 use redirects

3.7 create processes

3.8 monitor processes

3.9 Kkill processes

3.10 modify process execution priorities
3.11 search text files using regular expressions
3.12 perform basic file editing operations.

Learning outcome

The learner will:
4. Be able tananage files

Assessment criteria

The learner can:

4.1 create file systems

4.2 create partitions

4.3 maintain the integrity of file systems
4.4 control file systems

4.5 manage disk quotas

4.6 manage file permissions

4.7 create links

4.8 modify links

4.9 locate files.
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UAN: Y/507/0185

Level: 3

Credit value: 10

GLH: 50

Aim: This unit develops in learners the knowledge and skills

required to understand standard Cloud terminologies and
methodologies and to implement, maintain, and deliver
cloud technologies and infrastructures. Learners will
develop an understanding of aspects of IT security and u:
of industry best practices related to cloud implementation
and the application of virtalization.

It is recommended that learners have prior learning relate
to cloud technologies or have experience of working in a
networking role.

Familiarity with any major hypervisor technologies for ser
virtualisation, would also be helpful.

This unitcovers the content of CompTIA Cloud+.

Learning outcome

The learner will:

1. Understand cloud concepts

Assessment criteria

The learner can:

1.1 compare cloud services

1.2 compare cloud delivery models
1.3 summarise cloud characteristics
1.4 define cloudterminology

1.5 explain object storage concepts.
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Learning outcome

The learner will:
2. Be able to create a cloud infrastructure

Assessment criteria

The learner can:

2.1 explain the differences between hypervisor types
2.2 compare virtual components used tonstruct a cloud environment
2.3 explain the benefits of virtualised cloud environment
2.4 compare storage technologies

2.5 explain storage configuration concepts

2.6 explain the benefits offered by network optimisation
2.7 explain cloud networknfrastructure

2.8 explainhardwareused to enable virtual environments
2.9 configure storage provision

2.10 configure network for cloud services

2.11 troubleshoot network connectivity issues.

Range

infrastructure (protocols, ports, topologies)
hardware (resources, features)

Learning outcome

The learner will:
3. Be able to manage networks associated with cloud computing

Assessment criteria

The learner can:

3.1 explain howsecurityis implemented in networks associated with cloud computing
3.2 compare encryption technologies

3.3 compare encryption methods

3.4 identify access control methods

3.5 implement resource monitoring techniques

3.6 allocateresources

3.7 implementhardeningtechniques

3.8 useremote access tools

3.9 comparedisasterrecovery

3.10 describe situations which would impact on the availability of the cloud
3.11 describe solutions to meet availability requirements.

Range

security (network, storage)
resourcegphysical, virtual)
hardeningtechniques(guest and host)
disasterrecovery(methods, concepts)
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Learning outcome

The learner will:
4. Be able to undertake systems management

Assessment criteria

The learner can:

4.1 explaincloud systemsmanagement

4.2 explain the factors that affectystemperformance
4.3 test cloud services deployment

4.4 diagnose physical host performance issues

4.5 optimise physical host performance.

Range

cloud systemsmanagement(procedures, policies)
systemperformance(relating to host, relating to guest)
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Level: 3
Credit value: 12
GLH: 71
Aim: This unit relates to the Linux operating system. It develoyf

in learners theskills needed to work at a junior level as a
Linux administrator. This includes shells, scripting and d¢
management, performing straightforward administrative
tasks including managing user and group accounts and
securing data. Learners will gain knogide of networking
fundamentals and how to connect a workstation to a LAN
a standalone PC via a modem to the Internet.

Learners are advised to take this unit together with

Fundamentals of Linux Based Operating Systems. This u
covers the content of GopTIA Linux+.

Learning outcome

The learner will:

1. Be able to use shell scripting

Assessment criteria

The learner can:

1.1 customise the shell environment

1.2 use the shell environment

1.3 write simple scripts

1.4 customise simple scripts

1.5 use Structured Queranguage (SQL) commands.
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Learning outcome

The learner will:
2. Be able to configure a user interface

Assessment criteria

The learner can:

2.1 install a user interface
2.2 configure a user interface
2.3 setup a display manager
2.4 configureaccessibility.

Learning outcome

The learner will:
3. Be able to administer systems

Assessment criteria

The learner can:

3.1 manage user and group accounts
3.2 manage account system files

3.3 schedule system administration tasks
3.4 configure localisation

3.5 configure internationalisatioguidancetranslations/language.

Learning outcome

The learner will:
4. Be able to manage system services

Assessment criteria

The learner can:

4.1 maintainsystem time

4.2 implement system logging

4.3 configure Mail Transfer Agent (MTA)
4.4 manage printers.
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Learning outcome

The learner will:
5. Be able to configure networks

Assessment criteria

The learner can:

5.1 describe network masks

5.2 compare private and public Bldresses

5.3 set a default route

5.4 identify services related tports

5.5 describe differences between UDP, TCP and ICMP
5.6 describe differences between IPv4 and IPv6

5.7 configure network interfaces

5.8 troubleshoot networks

5.9 configureclientsideDomain Name Services (DNS).

Range

ports (20, 21, 22, 23, 25, 53, 80,110, 119, 139, 143, 161, 443, 465, 993, 995)

Learning outcome

The learner will;
6. Be able to secure networks

Assessment criteria

The learner can:

6.1 maintain network security
6.2 setup host security

6.3 securedata with encryption.
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UAN: F/507/0200

Level: 3

Credit value: 10

GLH: 58

Aim: Through this unit, learners will gain theoretical understanding of

networking concepts and procedures for implementing and
managing networks. They will develop skills needed to implemen
defined network architecture with basic network security. On
successful completion of this unit, learners should be able to
configure, maintain and troubleshoot network devices using
appropriate network tools. They will be able to make basic solutic
recommendation, analyse network traffic and be familiar with
common protocols and media types.

It is recommended that learners have achieved a qualification
related to IT fundamentals or haverae experience of working witr
networks.

This unit covers the content of CompTIA Network+.

Learning outcome

The learner will:
1. Understand networking concepts

Assessment criteria

The learner can:

1.1 compare layers of OSI with layers of TCP/IP models

1.2 identify the OSI model layer that is associated with diffemvices
1.3 explain the purpose IP addressing

1.4 explain the properties of IP addressing

1.5 explain the purpose of routing and switching

1.6 explain the properties of routing and switching

1.7 identify default ports

1.8 explain the function of networking protocols

1.9 summarise Domain Naming Service (DdfBcepts

1.10 identify virtual network components

1.11 explain the purpose of Dynamic Host Control Protocol (®HC
1.12 explain the properties of DHCP.

Range

services(applications, devices and protocols
concepts(DNS servers, DNS records, dynamic DNS)
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Learning outcome

The learner will:
2. Be able to implement networks

Assessment criteria

The learner can;

2.1
2.2
2.3
2.4
2.5
2.6

configure routers and switches

configure a wireless network

troubleshoot wireless problems

troubleshoot router and switch problems

plan a Small Office Home Office (SOHO) network
implement a SOHO netwark

Learning outcome

The learner will;
3. Understand network infrastructure

Assessment criteria

The learner can:

3.1
3.2
3.3
3.4
3.5
3.6

match standard connector types to associated network media
compare wireless standards

compare Wide Area Network (WAN) technologies

describe network topologies

compare Local Areldetwork (LAN) technologies

identify components of wiring distribution

Learning outcome

The learner will:
4. Be able to manage networks

Assessment criteria

The learner can:

4.1
4.2
4.3
4.4
4.5
4.6

explain the features of network technologies

describe a networkroubleshooting methodology
troubleshootconnectivity issues

use network monitoring resources

describe the purpose of configuration management documentation
explain methods of network performance optimisation
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Learning outcome

The learner will:
5. Beable to secure networks

Assessment criteria

The learner can:

5.1 explain threats and vulnerabilities of networks

5.2 explain methods of user authentication

5.3 describe types of network security technologies

5.4 describe types of network security methods

5.5 explain how network threats and vulnerabilities are mitigated
5.6 implement wireless security measures

5.7 configure a basic firewall.
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Unit 611 Implement and manage a network
Supporting information

Evidence requirements
For 4.3 you are required to use hardwaoels and software tools
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UAN: D/507/0219

Level: 3

Credit value: 9

GLH: 51

Aim: Learners will gain theoretical understanding of concepts and procedur

for securing both ICT systems and networkbey will learn to identify
risk and how to participate in risk mitigation activities, provide
infrastructure, application, operational and information security and ap
security controls to maintain confidentiality, integrity and availability. |
addition, learners will gain knowledge of applicable policies, laws and
regulations and the implications of these to their activities.

This unit is of most benefit to individuals with prior learning related to |
security or experience of working in IT admirasion.

This unit is linked to th€ompTIA Security+ Exam.

Learning outcome

The learner will:
1. Be able to implement network security

Assessment criteria

The learner can:

1.1 implement securityconfiguration parameters

1.2 use networkadministration principles

1.3 explainnetwork design

1.4 implement common protocols

1.5 implement common services

1.6 troubleshoot security issues related to wireless networking.

Range

configuration parametergon network devices, on other technologies)

administration principles(rule-based management, firewall rules, VLAN management, secure
router configuration, access control lists, port security, 802.1x, floor guards, loop protection,
implicit deny, prevennhetwork bridging by network separation, log analysis)

network design(elements, components)
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Learning outcome

The learner will:
2. Be able implement operational securityan ICT environment.

Assessment criteria

The learner can:

2.1 explain theimportance of risk related concepts

2.2 summarise the security implications of integrating systems with third parties
2.3 implement risk mitigation strategies

2.4 implement forensic procedures

2.5 summarise incident response procedures

2.6 explain the importance adecurity awareness and training
2.7 explain physical security

2.8 explainenvironmentalcontrols

2.9 summarise risk management best practices

2.10 select controls to meet security goals.

Range

environmentalcontrols (HVAC, fire suppression, EMI shielding, hot and cold aisles, environm
monitoring, temperature and humidity controls, video monitoring)

Learning outcome

The learner will:
3. Be able to discover threats and vulnerabilities

Assessment criteria

Thelearner can:

3.1 explain types of malware

3.2 explain types of attacks

3.3 summarise social engineering attacks

3.4 summarise effectiveness of social engineering attacks

3.5 select mitigation and deterrent techniques

3.6 use techniques to discover security threats and vulnerabilities

3.7 compare the proper use of penetration testing and vulnerability scanning.
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Learning outcome

The learner will:
4. Be able to implement data host security

Assessment criteria

Thelearner can:

4.1 explain the importance of application security controls
4.2 summarisemobile security

4.3 select solution to establish host security

4.4 implement controls to ensure data security

4.5 compare measures for mitigating security risks in static environments.

Range

mobile security (concepts and technologies).

Learning outcome

The learner will:
5. Be able to configure access control

Assessment criteria

The learner can:

5.1 explain function of authentication services

5.2 select access control method to maeiguirements
5.3 configure account management security controls.

Learning outcome

The learner will:
6. Be able to implement cryptography

Assessment criteria

The learner can:

6.1 use cryptography techniques

6.2 use cryptographic methods

6.3 use Public Keinfrastructure (PKI).

Range

infrastructure (certificate management and associated components)
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UAN: Y/507/0221
Level: 3
Credit value: 9
GLH: 48
Aim: This unit develops in learners the knowledge and skills

required to build, maintain, troubleshoot and support
server hardware and software technologies. Successfu
completion of the unit will enable learners to identify
environmental issues; understand andmply with
disaster recovery and security procedures and be famil
with industry terminology and concepts.

This unit covers the content for CompTIA Server+.

Learning outcome

The learner will:
1. Be able to install system hardware

Assessment criteria

The learner can:

1.1 explain the importance of a Hardware Compatibility List (HCL)
1.2 selecthardwarecomponents

1.3 install hardware components into a server

1.4 configure firmware.

Range

hardware componentgsystem boards, chassimemory, processors, expansion cards)
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Learning outcome

The learner will:
2. Be able to implement Network Operating System (NOS) software

Assessment criteria

The learner can:

2.1 explain features of NOS security software
2.2 explain the interaction o$erver roles

2.3 describeservervirtualisation

2.4 install NOS

2.5 deploy NOS

2.6 configure NOS

2.7 update NOS

2.8 implement NOS management features
2.9 select controls to meet security goals.

Range

servervirtualisation (concepts, features, considerations)

Learning outcome

The learner will:
3. Be able to configure storage

Assessment criteria

The learner can:

3.1 describe features of Redundant Array of Independent Disks (RAID) technologies
3.2 describe benefits of RAID technologies

3.3 select a RAID level

3.4 configure internal storage technologies

3.5 explain the purpose of external storage technologies.
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Learningoutcome

The learner will:
4. Be able to implement server access

Assessment criteria

The learner can:

4.1 describeelementsof networking essentials

4.2 createsysteminformation

4.3 utilisesystem information

4.4 maintain system information

4.5 determine aphysical environment for a server location
4.6 describe physical security measures for a server location
4.7 describe methods of server access

4.8 implement server access

4.9 configure server access.

Range

elements(TCHP, Ethernet, VPN, VLAN, DMZ)
systeminformation (documentation, diagrams and procedures)

Learning outcome

The learner will:
5. Be able to implement disaster recovery

Assessment criteria

The learner can:

5.1 compare backup and restoration methodologies
5.2 compare backup and restoration mediges

5.3 compare types of replication methods

5.4 explain data retention and destruction concepts
5.5 implement the steps of a recovery plan.

Learning outcome

The learner will:
6. Be able to troubleshoot server problems

Assessment criteria

The learner can:

6.1 explain troubleshooting methodologies
6.2 diagnose network problems

6.3 troubleshoot hardware problems

6.4 troubleshoot software problems

6.5 troubleshoot storage problems.
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Level: 3
Credit value: 8
GLH: 47
Aim: This unit enables learners to develop the knowledge and

skills required to understand and research capabilities of
mobile devices and features of oviite-air technologies.
Successful learners will also develop the skills needed to
deploy, integrate, supmrt and manage a mobile
environment ensuring proper security measures are
implemented for devices and platforms while maintaining
usability.

It is recommended that learners taking this unit have priol
learning related to networking or have experience of
working in IT administration.

Learning outcome

The learner will:

1. Be able to implement ovehhe-air technologies

Assessment criteria

The learner can:

1.3 compare RF functionality

1.1 compare cellular technologies
1.2 compare Radio Frequency (RF) principles

1.4 interpret site survey for over the air communication issues
1.5 configure WiFi client technologies.
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Learning outcome

The learner will:
2. Understand networkrifrastructure

Assessment criteria

The learner can:

2.1 compare physical anldgical infrastructure

2.2 describe network ports associated with mobile devices

2.3 describe network protocols associated with mobile devices

2.4 explain the technologies used for negotiating wireless tedinetworks
2.5 explain the layers of the OSI model

2.6 explain disaster recovery principles

2.7 explain how disaster recovery affects mobile devices.

Range

logical infrastructure(technologies, protocols)

Learning outcome

The learner will:
3. Be able tananage mobiles devices

Assessment criteria

The learner can:

3.1 explain policies required to certify device capabilities
3.2 compare mobility solutions to enterprise requirements
3.3 configure mobile solutions to meet requirements

3.4 implementmobile devices

3.5 describe emerging technologies in mobile computing
3.6 configure mobile applications

3.7 deploy mobile applications.

Range

mobile deviceqprocedures, operations)
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Learning outcome

The learner will:
4. Understand mobile security issues

Assessment criteria

The learner can:

4.1 identify encryption methods for securing mobile environments
4.2 configure access control on mobile devices

4.3 explain techniques used to address security requirements

4.4 explain how risks and threats to the mob#eosystem are mitigated
4.5 implementdataintegrity on mobile devices

4.6 execute incident response steps

Range

dataintegrity (device backup, data recovery and data segregation)

Learning outcome

The learner will:
5. Be able to troubleshoot mobilproblems

Assessment criteria

The learner can:

5.1 troubleshoot device problems

5.2 troubleshoot application problems

5.3 troubleshoot overthe-air connectivity problems
5.4 troubleshoot security problems

5.5 implement the steps of a recovery plan.
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UAN: J/507/0229

Level: 3

Credit value: 14

GLH: 77

Aim: This unit is for those with experience of app development

and familiarity with the iOS SDK and principles of secure
application development. twiRS @St 2 LJ £ SI N
knowledge of the fundamental principles of application
security, the security model of iOS devices, Web services
security model and vulnerabilities and common
implementations of cryptography. Learners will develop
skills needed to develomoderately complex applications
using the iOS SDK, use the security features of the iOS
operating system and APIs, implement secure coding
techniques and harden an application against attack to le
appropriate for the risk model of the application.

Learning outcome

The learner will:

1. Understand application security

Assessment criteria

The learner can:

1.1 identify legislation for secure mobile development

1.2 describe security risks for mobile technologies

1.3 compare the relative severity of mobisecurity issues

1.4 explain a secure application development process

1.5 summarise application security best practices

1.6 identify the major architectural risks of weaknesses in an application

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)

2 NJ

A



Learning outcome

The learner will:
2. Understand Ojective-Ccoding

Assessment criteria

The learner can:

2.1 explain factors that should be considered when designing apps using Obj€dvguage
2.2 manage sensitive data in memory

2.3 explain ObjectiveC framework paradigms

2.4 explain ObjectiveC framework securitympacts

2.5 identify code that gives correct interaction with iOS security facilities and objects

Learning outcome

The learner will:
3. Understand application security features

Assessment criteria

The learner can:

3.1 summarise the security features of tipéatform

3.2 explain the data protection Application Programming Interface (API)
3.3 explain the features of the security framework

3.4 explain the security of the keychain

3.5 explain the limitations of the keychain

3.6 use keychain for storing sensitive data

Learning outcome

The learner will:
4. Understand network security

Assessment criteria

The learner can:

4.1 summarise the risks in performing Web and network communications
4.2 implement a Secure Socket Layer (SSL) session with validation

4.3 explain threats to Welservices

4.4 distinguish security protections for authentication

4.5 describe proper implementation of session security
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Learning outcome

The learner will:
5. Understand data security

Assessment criteria

The learner can:

5.1 explain a secure data storage asacryption implementation

5.2 describe implementation of encryption in iOS to ensure data security
5.3 describe Apple Data Encryption APIs

5.4 explain how data is deleted securely

5.5 explain data recovery techniques for iOS

5.6 explain types of data

5.7 explainsensitivity of data

5.8 explain how data can leak

Learning outcome

The learner will:
6. Understand application hardening

Assessment criteria

The learner can:

6.1 explain application object binaries

6.2 explain application tools

6.3 explain ObjectiveCdebugging

6.4 describe forms of abusive runtime manipulation
6.5 summarise counteruntime abuse techniques
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Level: 3

Credit value: 13

GLH: 73

Aim: This unit is for those with experience of app development
and familiarity with Java, the Android SDK, and principles
aSOdzNB | LILX A0l GA2Yy RS@St 21
knowledge of the fundamental principles of application
security, the securitynodel of Android devices, Web
services security model and vulnerabilities and common
implementations of cryptography. Learners will develop
skills needed to develop moderately complex applications
using the Android SDK, use the security features of the
Android operating system and APIs, implement secure
coding techniques and harden an application against atta
to levels appropriate.

Learning outcome

The learner will:

1. Understand application security

Assessment criteria

The learner can:

1.1 identify legislation for secure mobile development

1.2 compare the relative severity of security issues

1.3 explain a secure development process throughout application development

1.4 summarise application security best practices

1.5 identify the architectural risks to veknesses in an application.
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Learning outcome

The learner will:
2. Understand application security features

Assessment criteria

The learner can:

2.1
2.2
2.3
24

summarise the Android security architecture
explain the Android permission model
describesecure interprocess communication
securely implement common features.

Learning outcome

The learner will:
3. Understand network security

Assessment criteria

The learner can:

3.1
3.2
3.3
3.4
3.5
3.6

summarisehe risks in performing web and network communications
implement a Secure Socket Layer (SSL) session with validation
explain threats to web services

explain protections to web services

distinguish security protections for authentication
describeproper implementation of session security.

Learning outcome

The learner will:
4. Understand data security

Assessment criteria

The learner can:

4.1
4.2
4.3
4.4
4.5
4.6
4.7

explain how encryption works

explain how hashing works

summarisemethods for securing stored data

distinguish implementation of encryption in an Android application
implement data security using the Android permissions model
explain reverse engineering

explain reverse engineering countermeasures.

Learningoutcome

The learner will:
5. Understand secure Java coding

Assessment criteria

The learner can:

51
52
5.3
5.4

explain Java language structure
explainobjectoriented development

use techniques for dealing with sensitive information
explain secure Java coding bpsactices.
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Credit value: 10
GLH: 55
Aim: This unit provides the underpinning knowledge to install,

configure and administer a Windows server. It offers
learning about specific aspects of a server including the r
of a Server, use of Active Directories, server performance
management and server storage. The learner will also ha
an opportunity to demonstrate application of the
knowledge.

Learning outcome

The learner will:
1. Knowthe fundamentalsof aserver

Assessment criteria

The learner can:

1.1 describe howdevice drivers are managed
1.2 describe howservices are managed

1.3 identify server installation options

Range

device drivers arananaged(installation, removal, disabling, update/upgrade, rollback,
troubleshooting, Plug and Play, driver signing)

services are managegservice status, startup types, recovery options, service accounts,
dependencies)

server installation optiongcorrectversion, partitioning, interactive install, unattended install,
automated install, upgrade, firmware updates, minimal vs full)
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Learning outcome

The learner will:
2. Know the roles of a server.

Assessment criteria

The learner can:

2.1 identify application servers

2.2 describeweb services

2.3 describeremote access services
2.4 describefile services

2.5 describeprint services

2.6 describeservervirtualisation.

Range

application servergmail, database, collaboration, monitoring, threat management)
web servicegWWW, FTP, adding components, sites, ports, SSL, certificates),

remote access servicgsemote assistance, remote administration tools, remote desktop servic
licensing, VirtubPrivate Network, multiple ports)

file servicegpermissions, rights, auditing, sharing)

print services(local printers, network printers, printer pools, Web printing, driver deployment,
print job management)

server virtualisation(virtualisation modes, ivtual hard drives, virtual memory, virtual networks,
checkpoints, physical to virtual, virtual to physical)

Learning outcome

The learner will:
3. Know types of server storage.

Assessment criteria

The learner can:

3.1 identify storagetechnologies

3.2 describe advantages amtisadvantages of storage technologies
3.3 identify RAID

3.4 describedisk types

Range

storage technologieglocal (SATA, SCSI, IDE), NAS, SAN, fibre channel, iSCSI, NFS)
RAID(types, combinations, hardware, software)
disk types(basic, dynamic, mount points, file systems, VHD, distributed file systems)
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Learning outcome

The learner will:
4. Know what activelirectory does.

Assessment criteria

The learner can:

4.1 describeuser accounts

4.2 describegroups

4.3 describeorganisationalunits
4.4 describecontainers

4.5 describedirectory infrastructure
4.6 describegrouppolicy.

Range

user accountgdomain, local, profiles)
groups(types, scopes, nesting)
organisationalunits (purpose, delegation)
containers(purpose, delegation)

directory infrastructure (domain controllers, forests, roles, domains, trusts, functional levels,
namespace, sites, replication)

group policy (processing, management, computer policies, user policies, local policies)

Learning outcome

The learner will:
5. Know what isnvolved in server performance management.

Assessment criteria

The learner can:
5.1 identify serverhardware components
5.2 describe how tanonitor server performance.

Range

serverhardware components(memory, disk, processor, network, removable drives, graphic ce
cooling, power usage, ports)

monitor (methodology, procedures, tools, logs, alerts)
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Learning outcome

The learner will:
6. Know what is involved in sever maintenance.

Assessment criteria

The learner can:

6.1 describe thestart-up process

6.2 describe howbusinesscontinuity is maintained

6.3 identify updatesrequired to maintain server integrity
6.4 describe troubleshooting methodology

Range

businesscontinuity is maintained (backup and restore, disaster recovery, clustering, data
redundancy, UPS)

updates(software, driver, operating systems, service packs, critical, securityjtabaf) update
services)

Learning outcome

The learner will:
7. Be able to administewindowsbasedservers

Assessment criteria

The learner can:

7.1 configure avindowsbasedserver
7.2 configurestorage

7.3 configureactive directory

7.4 troubleshoot awindowsbasedserver.

Range

server(configure also means install) (install, upgrade ADDS, DNS, DHCP)
storage(network drives, RAID, VHDS)

active directory(users, groups, organisational units, group policy)
server(performance, access issues, services)
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Level: 2

Credit value: 8

GLH: 40

Aim: This unit coversoncepts and technologies pertaining to

Database Administratior.earners wilpainknowledge
about relational databases, queries, stored procedures, a
the security requirement for databases and the data store
in them.And be able to show some of those skills in
practice.

Learning outcome

The learner will:
1. Know core database concepts

Assessment criteria

The learner can:

1.1 describe thestructure of adatabase

1.2 descrite relational database concepts

1.3 describeData Manipulation Language (DML)

1.4 define Data Definition Languag¢BDL)

1.5 describe how 3SQL can be used to create database objects

Range

structure of a databasgtables, columns, rows, fields, records)
database conceptgpurpose, needs, management)
Data Manipulation Language (DM[definition, role)
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Learning outcome

The learner will:
2. Know how to create database objects

Assessment criteria

Thelearner can:

2.1 Select data types

2.2 ldentify SQL syntax required to create tables in a database
2.3 Describe how to create views

2.4 Describe how to create storddnctions.

Range

functions(select, insert, update, delete)

Learning outcome

The learner will:
3. Know how to manipulate data

Assessment criteria

The learner can:

3.1 describe how taselectdata

3.2 describe how to use INSERT queries
3.3 describe how taipdate data

3.4 describe how talelete data.

Range

select data(use SELECT queries, use joins, combine results)
update data(use UPDATE statements, using a table)
delete data (from single and multiple tables, maintain data and referential integrity)

Learning outcome

The learner will:
4. Know how data is stored in a database.

Assessment criteria

The learner can:

4.1 describe levels of normalisation

4.2 describe how tcnormalise a database to third normal form
4.3 describe the reason for keys in a database

4.4 select primary keys

4.5 select data type for keys

4.6 select fields for composite keys

4.7 describe the relationship between foreign and primary keys
4.8 describe the purpose ohdexesin a database

Range

indexes(clustered, norclustered)
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Learning outcome

The learner will:
5. Know database administration

Assessment criteria

The learner can:

5.1 Describe the importance of database security
5.2 Identify database objects that can be secured
5.3 Identify database objects that should be secured
5.4 Describe the roles of user accounts

5.5 Describe types adatabase backup

5.6 Describe how to restore a database

Range

database backugfull, incremental, differential, partial)

Learning outcome

The learner will:
6. Be able tacreate and configure a database.

Assessment criteria

The learner can:

6.1 createdatabase objects

6.2 manipulatedata

6.3 configuredatabase

6.4 implementdatabase security

Range

database objectgdata types, tables, views, stored functions)

data (SELECT, INSERT, UPDATE, DELETE)

database(normalise, primary keys, foreign keys, clustered indexes)
database securitfauthentication, backup)
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Level: 2

Credit value: 8

GLH: 42

Aim: Thisunit has been designed to help a leariesild an understanding o

these topicsOperating System Configurations, Installing and
Upgrading Cliensystems, Managing Applications, Managing Files ¢
Folders, Managing Devices, and Operating System Maintenance.

Learners are expected to be able to demonstrate this understandin
so that on successfabmpletion of this unit theywill be able to:
understand operating system configurations

install and upgrade client systems

manage applications

manage files and folders

manage devices

understand operating system maintenance

=A =4 =8 48 -8 A

Learning outcome

The learner will:
1. Know operating systermonfigurations

Assessment criteria

The learner can:

1.1 describecontrol panelconfiguration options

1.2 describe how to configurdesktop settings

1.3 describe the function of native applications guidance whichever is built in
1.4 describe the function ofative tools

Range

control panel(administrative tools, accessibility options)
desktop settingqprofiles, display settings, shortcuts)
native tools(configuration, mobility, remote management and assistance)

Learning outcome

The learner will:
2. Know the requirements for installing client systems

Assessment criteria

The learner can:
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2.1 identify operating system edition requirements
2.2 identify upgrade paths

2.3 identify application compatibility

2.4 understand installatiorlypes

2.5 identify requirements for virtualized clients.

Range

types (removable media, network, cloud)

Learning outcome

The learner will:
3. Know how to managapplications

Assessment criteria

The learner can:

3.1 describe applicatiomstallations

3.2 identify user account contraettings

3.3 describe how to remove malicious software
3.4 describe howservices are managed

3.5 describe applicationirtualization.

Range

installations (local, network, application removal)
settings(standard user, administrative user, prompts, levels)

servicesare managed(service status, startup types, recovery options, service accounts,
dependencies)

Learning outcome

The learner will:
4. Know how to manage file systems

Assessment criteria

The learner can:

4.1 describe file systems

4.2 describefile sharing

4.3 describe print sharing

4.4 describeencryption options

4.5 describe how taconfigure libraries

Range

file sharing(security permissions, share permissions, effective permissions, mapping drives)
encryptionoptions (full disk encryption, encrypting file systems)
configurelibraries (offline files, multiple local locations, network locations)
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Learningoutcome

The learner will:
5. Know how to manage devices

Assessment criteria

The learner can:

5.1 describe how taonnect devices
5.2 describetypes of storage

5.3 describeprinting options

5.4 describesystem devices

Range

connectdevices(plug and play, printers, third party software)

types of storage(disk types, device types, drive types, cloud storage, security)

printing options (local printers, network printers, print queues, pria-file, Internet printing)
systemdevices(video, audio, input, device management)

Learning outcome

The learner will:
6. Know operating system maintenance

Assessment criteria

The learner can:

6.1 describe backup and recovery methods

6.2 describe native maintenance tools

6.3 identify updatesrequired to mainain operating system integrity.

Range

updates(software, driver, operating systems, service packs, critical, security, definitions, hotf
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Learning outcome

The learner will:
7. Be able to configure Windows based operating systems

Assessment criteria

The learner can:

7.1 configureaWindows base@®perating System (OS)

7.2 manage applications

7.3 customisea Windows basedperating systento meet requirements
7.4 configure filesystems

7.5 manage devices

7.6 maintaina Windows basedperating system

Range

configureOperating System (O@istallation, upgrade)

customiseOperating System (O&Jesktop, taskbar, start menu, networking)
configure filesystem (compression, encryption, libraries)

maintain Operating System OS (backup, restore)
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Level: 2

Credit value: 10

GLH: 61

Aim: Thisunit has been designed to help a learteild an understanding of

these topicsCore Programming, Obje€riented Programming,
General Software Development, Web Applications, Desktop
Applications, and Databases.

Learners are expected to be able to demonstrate this understanding
that on successfudompletion of this unit theywill be able to:
understand core programming

understand objecbriented programming
understand general softare development
understand web applications

understand desktop applications

understand databases

= =4 =8 -4 -4 -9

Learning outcome

The learner will:
1. Know the fun@mentals of core programming.

Assessment criteria

The learner can:

1.1 describe how information istored in computer memory

1.2 describe memory size requirements for data storage types
1.3 describe computedecision structures

1.4 identify methods for handling repetition

1.5 describe how errors are handled

Range

decision structuregIF, multiple, decision tables, evaluating expressions, flowcharts)
methods for handling repetition(For loops, While Iges, Do. While loops, recursion)
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Learning outcome

The learner will:
2. Know what is involved in objectrientated programming.

Assessment criteria

The learner can:

2.1 describe thefundamentals of classes
2.2 describe how to create a class

2.3 describe how to use classes in code

2.4 describe the concepts of objectiented programming (inheritance, polymorphism,
encapsulation).

Range

fundamentals of classefroperties, methods, events, constructors)

Learning outcome

The learner will:
3. Know requirements for software development.

Assessment criteria

The learner can:

3.1 describe phases @pplication lifecycle management

3.2 interpret application specifications

3.3 identify algorithms (arrays, stacks, queues, linked lists, sorting)
3.4 describe performance implications of data structures

3.5 select a data structure to meet requirements.

Learningoutcome

The learner will:
4. Know requirements for web application development.

Assessment criteria

The learner can:

4.1 identify functions ofweb technologies

4.2 describeweb application development

4.3 describe how tchost webpages

4.4 describe how to access walervices from client applications

4.5 describe the implementation of Web services (SOAP, Web Service Definition Language
(WSDL))

Range

web technologiefHTML, CSS, JavaScript)

web application developmen{page life cycle, event model, state management, clgdée vs
serverside programming)

host webpagegvirtual directories, Web server)
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Learning outcome

The learner will:
5. Know the requirements to create desktop applications.

Assessmentriteria

The learner can:

5.1 describe how to create desktop applications (SDI, MDI, Ul design, visual inheritance)
5.2 describeconsolebasedapplications

5.3 describewindows-basedsystem services

Range

console based applicationEapabilities, characteristics)
windows based system servicésapabilities, characteristics)

Learning outcome

The learner will:
6. Know how to store and use data.

Assessment criteria

The learner can:

6.1 describerelational database managemersystems
6.2 describe databasquery methods

6.3 describe methods to connect wata stores

Range

relational database management systenfjsapabilities, characteristics, design, ERDs,
normalisation)

guery methods(SQL, creating and accessing stored procedures)
data stores(flat file, XML, irmemory object)

Learning outcome

Thelearner will:
7. Be able to create applications and store data.

Assessment criteria

The learner can:

7.1 create a program

7.2 create anobjectoriented program
7.3 create aweb-basedapplication
7.4 create adesktopbasedapplication
7.5 create a database
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Level: 2

Credit value: 8

GLH: 45

Aim: Thisunit has been designed to help a leariesild an

understanding of these topic&ame Design, Hardware,
Graphics, and Animation

Learners are expected to be able to demonstrate this
understanding, so that on successtoimpletion of this unit
they will beable to:

understand game design

understand hardware

understand graphics

understand animation

=A =4 =4 A

Learning outcome

The learner will:
1. Knowkey aspects of game design

Assessment criteria

The learner can:

1.1 compare gam@latforms

1.2 compare gameaenres

1.3 describe howgame desigmmotivates the player

1.4 describe gameiser interface

1.5 describe artificial intelligence (Al)

1.6 differentiate between tool creation and game programming
1.7 describe how taapture user data

1.8 describe the architecture of an XNA game

1.9 describeXNA hierarchy
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Range

platforms (console, mobile, PC)

genres(MMORPG, fantasy, sports, role playing, card, board, action)

game desigr{quests, tasks, activities, how to win, game goals)

user interface(Ul layout and concepts, asseinagement, game statgamer services)

capture user datgsave and restore user data, save and restore game state, handle input stai
store data, manage game state)

XNA hierarchy(initialisation, update loop, drawing)

Learning outcome

Thelearner will:
2. Knowtypes of gaming hardware and their management

Assessment criteria

The learner can:

2.1 select annput device

2.2 select amoutput device

2.3 describe how ta@onfigure games in a network
2.4 describe how tananage game performance

Range

input device(mouse, keyboard, motion sensing, console, mobile)
output device(screen, television, hanldeld, local speakers, surround sound)

configure games in a networlsetting up Web services, TCP, UDP, basic management, no ne
access)
manage game erformance(CPUvs GPU, reach vs HiDef)

Learning outcome

The learner will:
3. Knowhow to create gaming graphics

Assessment criteria

The learner can:

3.1 describerendering engines
3.2 plan forgame state

3.3 describe how to drawbjects

Range

rendering enginegDirectX, video and audio compression, resolution)

game stated 8 OSYy S KASNI NOKe& Sy3aAySs 3AFYSHGAYS G2
graphics pipeline, game flow, loading, menus, saael, configuration)

objects(sprites, bimaps, vector graphics, lighting, blending, text, textures, 3D geometry, para
mapping, shaders, sprite font)
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Learning outcome

The learner will:
4. Knowhow to implement gaming animation

Assessment criteria

The learner can:

4.1 describe how tanimate characters
4.2 describe how tdransform objects
4.3 describe how tananage collisions

Range

animate (movement, lighting, projections, shading, textures, sprite)
transform forming, deforming, moving, point distances, planesgrpolation, scale, rotation)

manage collisiongper pixel and rectangle collisions, collision detection, collision response,
fundamentals of physics simulation)

Learning outcome

The learner will:
5. Be able to create games

Assessment criteria

Thelearner can:

5.1 design game mechanics

5.2 design game dynamics

5.3 create a game user interface
5.4 create gaming animation.
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Level: 2

Credit value: 8

GLH: 41

Aim: Thisunit has been designed to help a leariesild an

understanding of these topicManage the Application Life
Cycle, Build the User Interface by Using HTML5, Format
User Interface by Using CSS, Code by Using JavaScript.

Learners are expected to be aliedemonstrate this
understanding, so that on successtoimpletion of this unit
they will be able to:

1 manage the Application Life Cycle

9 build the User Interface by Using HTML5

1 format the user interface by using CSS

1 code by Using JavaScript

Learning outcome

The learner will:
1. Know how to manage the application life cycle

Assessment criteria

The learner can:

1.1 describeplatform fundamentals

1.2 describe how to manage ttetate of an application

1.3 describe how to debug a HTML5 touch enaldeglication
1.4 describe how to test a HTML5 touch enabled application
1.5 describe how tgublish an application to a store

Range

platform fundamentals(packaging and the runtime environment)
state (session state, app state, persist state)
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Learning outcome

The learner will:
2. Know how to build the user interface using HTML5

Assessment criteria

The learner can:

2.1 identify HTML5 tags to display text content
2.2 identify HTMLSags to display graphics

2.3 identify HTMLS5 tags to playedia

2.4 identify HTMLS5 tags torganise content

2.5 identify HTMLS5 tags to organise forms

2.6 Identify HTMLS5 tags for input

2.7 Identify HTMLS5 tags for validation.

Range

tags to display graphic&Canvas, SVG)
media(video, audio)
organise contenf(tables, listssections)

Learning outcome

The learner will:
3. Know how to format the user interface using CSS

Assessment criteria

The learner can:

3.1 describe coreCSS concepts

3.2 describe how tarrange user interface (Ul) contentsing CSS
3.3 describe how tananage the flow of textcontent using CSS
3.4 describe how to creatgraphic effectausing CSS.

Range

CSS conceptseparate presentation from content, manage content flow, manage positioning
individual elements, basic CSS styling)

arrange user interface (Ul) conter{flexible box, grid layouts, proportional scaling, templates)
manage the flow of text(regions, columns, hyphenation, positioned floats)

graphic effectrounded corners, shadows, transparency, backgrogradlients, typographic, 2D
and 3D transformations)
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Learning outcome

The learner will:
4. Know how to code using JavaScript

Assessment criteria

The learner can:

4.1 describe how tananage Java Script

4.2 describe how taupdate the Ulusing JavaScript
4.3 identify JavaScript animation code

4.4 describehow to access datasing JavaScript
4.5 identify code that responds to touch

4.6 identify HTML5APIcode

4.7 describe how to accesystem resources

Range

manage Java scriffuse offunctions, use of libraries)

update the Ul(locating elements, responding to events, showing and hiding elements, updatil
content of elements, adding elements)

how to access datésend and receive data, transmit complex objects, parsing, accessing dzge
and indexed DB, loading and saving files, App Cache)

API(GeoLocation, Web Workers, Web Sockets)
system Resourceperating systems, system devices)

Learning outcome

The learner will:
5. Be able to create HTML5 based web applications

Assessment criteria

The learner can:

5.1 build user interface using HTML5
5.2 format user interface using CSS
5.3 access data using JavaScript.
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Level: 2

Credit value: 8

GLH: 39

Aim: Thisunit has been designed to help a learieiild an

understanding of these topictest methodologies. It also focuses
on working with software bugs, creating and managing softwar
tests, and even test automation.

Learners are expected to be able to demoasdrthis
understanding, so that on successtoimpletion of this unit they
will be able to:

understandtest methodologies

understand how to managsoftware bugs
understand how tareate and manag software tests

1
1
1
T understand the basics eést automation.

Learning outcome

The learner will:
1. Knowwhat the testing fundamentals are

Assessment criteria

The learner can:

1.1 describesoftware testing

1.2 describesystem components

1.3 describefundamentals of programming
1.4 describe applicatiotifecyclemanagement.

Range

software testing(measuring software quality, testing benefits)

system componentghardware, software, network, interaction and dependencies)
fundamentals of programminddata types, programming languages, algorithms)
lifecycle(agile, waterfall, spiral)
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Learning outcome

The learner will:
2. Knowwhat is meant by testing methodology

Assessment criteria

The learner can:

2.1 describetesting techniques
2.2 describetesting levels

2.3 describetesting types

Range

testing techniquegmanual, automated, white box, black box)
testing levels(unit, component, integration)

testing types(functional, performance structural, regression, security, stress, accessibility,
usability, localisation)

Learning outcome

Thelearner will:
3. Knowhow to create software tests

Assessment criteria

The learner can:

3.1 describeusercentric testing
3.2 describesoftware testability
3.3 describetest plan components
3.4 describefeature tests

3.5 definescope of test cases

Range

user-centric testing(business needs and issues, customer requirements, scenarios)
software testability (test driven development, testing hooks)

test plan componentgtest schedule, scope, methodology, scenarios, tools)

feature tests(boundaryconditions, level of details, validity)

scope of test casegboundary conditions, level of details, validity)

Learning outcome

The learner will:
4. Knowhow to manage software testing projects

Assessment criteria

The learner can:

4.1 describetesting milestones

4.2 describe theagile process

4.3 describe how tavork with distributed teams
4.4 definetest reports.
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Range

testing milestonegprocess fundamentals, exit criteria, sign off)
agile procesgscrum, Kanban, sprint management)

work with distributed teams(communication, risk management, schedule management, delivi
process)

test reports(communication, risk management, schedule management, delivery process)

Learning outcome

The learner will:
5. Knowhow to manage bugs

Assessment criteria

The learner can:

5.1 describe how to detect software defects
5.2 describe how tdog bugs

5.3 describe how tananage bugs

Range

log bugs(priority, severity, dependency, reproducing steps)
manage buggtriage,resolution, closing, monitoring, reporting)

Learning outcome

The learner will:
6. Knowhow to automate software testing

Assessment criteria

The learner can:

6.1 describetest automation

6.2 define testautomation strategies

6.3 describe how tawnrite automated tests
6.4 describe how tananage test scripts

Range

test automation (benefits, process, suitability)

automation strategiegcode coverage, logging, automation priority)

write automated tests(logic, error handling, commenting, virtual machines)
manage test scriptgbuild verification test, lab management)

Learning outcome

The learner will:
7. Be able to test software

Assessment criteria

The learner can:

7.1 create software tests

7.2 managesoftware testing projects
7.3 manage bugs

7.4 automate software testing.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891) 79



VAU cHn bSG2NIAYy3I FdzyRIFIYSYy (Ll t a

UAN: Y/507/0283

Level: 2

Credit value: 9

GLH: 47

Aim: Thisunit has been designed to help a leariesild an

understanding of these topicdletwork Infrastructures,
Network Hardware, and Protocols and Services.

Learners are expected to be able to demonstrate this
understanding, so that on successtoimpletion of this unit
they will be able to:

1 understand network infrastructures

1 understand network hardware

1 understand protocols and services

Learning outcome

The learner will:
1. Know key aspects of network infrastructures

Assessment criteria

The learner can:

1.1 describe differences between tHaternet, intranet and extranet
1.2 describelLocal Area Networks (LANS)

1.3 describeWide Area Networks (WANS)

1.4 describewireless networking

1.5 describewireless security

1.6 describenetwork topologies

Range

Local Area Networks (LAN§erimeternetworks, addressing, VLANSs, wired, wireless)
Wide Area Networks (WANS)ypes, characteristics)

wireless networking(types, characteristics)

wireless securitykeys, SSID, MAC filters)

network topologies(star, mesh, ring, access methods)
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Learning outome

The learner will:
2. Know network hardware

Assessment criteria

The learner can:

2.1 describe howswitches function

2.2 describe howouters function

2.3 describemedia types

2.4 describemedia type characteristics
2.5 explainfactorsaffecting media types.

Range

switches function(number and type of ports, number of uplinks, managed, unmanaged, VLA
capabilities, Layer 2, Layer 3, security options, hardware redundancy, switching types, MAC
hubs vs switches)

routers function (directly connected routes, static routing, dynamic routing, default routes, rou
table, NAT, transmission speeds, software routing)

media types(fibre optic, UTP, STP, wireless)
media type characteristicémedia segment length and speed)
factors (external interference, electricity, interception)

Learning outcome

The learner will:
3. Know networking protocols

Assessment criteria

The learner can:

3.1 describe the OSI model guidance, what happens at each layer and how it supports the
relationship between protocols and services

3.2 describelPv4
3.3 describelPv6
3.4 describe how to us@ CP/IRools.

Range

IPv4(addressing, subnetting, NAT, static IP, gateway, APIPA, network classes)
IP\6 (addressing, tunneling, dual ip stasklbnetmask, gateway, packets)
TCP/IP toolgping, tracert, pathping, Telnet, IPconfig, netstat)
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Learning outcome

The learner will:
4. Know networking services

Assessment criteria

The learner can:
4.1 describe names resolution process
4.2 describenetworking services

Range

networking serviceDHCP, IPsec, remote access)

Learning outcome

The learner will:
5. Be able to set up networks

Assessment criteria

The learner can:

5.1 set up anetwork

5.2 configurenetwork hardware
5.3 configure networkprotocols
5.4 troubleshoot networking.

Range

network (LAN, wireless)
network hardware(switches, routers, network media)
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Level: 2

Credit value: 8

GLH: 43

Aim: Thisunit has been designed to help a learteild an

understanding of these topicSecurity Layers, Operating
System Security, Network Security, Security Software.

Learners are expected to be able to demonstrate this
understanding, so that on successfoimpleton of this unit they
will be able to:

1 understand security layers

9 understand operating system security

9 understand network security

9 understand securitgoftware

Learning outcome

The learner will:
1. Knowkey aspects of security layers

Assessment criteria

The learner can:

1.1 describecore security principles

1.2 describe how threat and risk impagpon core security principles
1.3 describephysicalsecurity

1.4 describelnternet security

1.5 describetypes of wireless security

1.6 describe advantages and disadvantagetypés of wireless security

Range

core security principlegconfidentiality, integrity, availability, least privilege, soeiagjineering,
attack surface,)

physical security(site security, computer security, removable devices and drives, mobile devic
security)

internet security(browser settings, zones, secure Web sites)
types of wireless securitykeys, SSID, MAiers)
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Learning outcome

The learner will:
2. Knowrequirements and issues of operating system security

Assessment criteria

The learner can:

2.1 describeuser authentication

2.2 describe how to configurpermissions
2.3 describe password policies

2.4 describe audit policies

2.5 describeencryption options

2.6 describetypes of malware

Range

user authentication(multifactor, smart cards, remote authentication, PKI, certificates, biometr|
time skew, password reset, adminiative privileges)

permissiong(security, share, inheritance, effective, basic, advanced, taking ownership, deleg:

encryption options(EFS, full disk encryption, PKI, VPN, certificates, algorithms, public/private
encryption software, token devicg

types of malware(buffer, overflow, worms, Trojans, spyware, viruses, keyloggers)

Learning outcome

The learner will:
3. Knowrequirements to establish network security

Assessment criteria

The learner can:

3.1 describetypes of firewall

3.2 describenetwork access protection

3.3 describenetwork isolation

3.4 describe how to maintaiprotocol security

Range

types of firewall(hardware, software, stateful, stateless, secure content management, unified
threat management)

network accesgrotection (purpose, requirements)

network isolation (VLANS, routing, honeypot, NAT, perimeter network, VPN, IPsec, server an
domain isolation)

protocol security(spoofing, IPsec, tunnelling, sniffing, DNSsec, common attack methods)
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Learning outcome

The learner will:
4. Knowprotection options of system security

Assessment criteria

The learner can:

4.1 describeclient protection options
4.2 describeemail protection options
4.3 describeserver protection options

Range

client protection options(anti-virus, builtin settings, updates, encrypting offline folders,
application restrictions)

email protection options(anti-spam, antivirus, spoofing, phishing, pharming, client vs server
protection, sender policy framework, PTR records)

server protecton options(separation of services, hardening, updates, disabling unsecure
protocols, security analysis software)

Learning outcome

The learner will:
5. Be able to configure security for IT systems

Assessment criteria

The learner can:

5.1 configureoperating system security
5.2 configure network security

5.3 configure service security.
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Level: 2
Credit value: 8
GLH: 38
Aim: Thisunit has been designed to help a leartesild an

understanding of these topic8vindows Programming
Basics, Creating Windows Forms Applications, Creating
Windows Services Applications, Accessing Data in a
Windows Forms Application, and Deploying a Windows
Application

Learners are expected to be able to demonstrate this
understanding, so that on successtoimpleton of this unit
they will be able to:

understandWindowsprogramming basics
createWindowsservices applications
createWindowsservices applidioons

access data in Windowsforms application
deploy awindowsapplication

= =4 =4 -4 =9

Learning outcome

The learner will:

1. Knowhow to create Windows applications.

Assessment criteria

The learner can:

1.1 identify types of Windows applications
1.2 describe usemterface (Ul) design principles
1.3 describe how to create Windowsased applications.
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Learning outcome

The learner will:
2. Knowhow to create Windows Form applicatians

Assessment criteria

The learner can:

2.1 describe how tananage events

2.2 describeforms inheritance in applications

2.3 describe how tananage controls

2.4 describe how to implement user input

2.5 describe how to validate user input

2.6 identify issues in code

2.7 describe how to debug a Windows based application.

Range

manage eventgcreating events, handling events)
manage controlgcreate new controls, extend controls)

Learning outcome

The learner will:
3. Knowhow to create Windows Services applications

Assessment criteria

The learner can:
3.1 describe how to create a Windows Services application
3.2 describe how to create installers for Windows Services application.

Learning outcome

The learner will:
4. Knowhow to access data in Windows form applications

Assessment criteria

The learner can:
4.1 describe how to connect a Windows based application to a database
4.2 describedatabound controls

Range

databound controls(how data is bound to controls, how thsplay data, validating databound
items)
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Learning outcome

The learner will:
5. Knowhow to deploy Windows applications

Assessment criteria

The learner can:

5.1 describe methods of deploying Windows applications
5.2 select a method for deploying/indows applications
5.3 describe how to creatsetup projectsfor applications.

Range

Setup projectqspecify custom actions, create special folders, security requirements, prograr
location)

Learning outcome

The learner will:
6. Be able to create Windows applicatians

Assessment criteria

The learner can:

6.1 design a user interface

6.2 create awindows Form application

6.3 create a Windows Services application

6.4 create an Installer for a Windows application
6.5 connect a Windows application to a database
6.6 create a Setup project for an application.
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Level: 2

Credit value: 8

GLH: 43

Aim: Thisunit has been designed to help a learteild an understanding of

these topics: Programming Web Applications, Working with Data an
Services, Troubleshooting and Debugging Web Applications, Workir
with ClientSide Scripting, and Configuring and Deploying Web
Applications.

Learners are expected to be able to demonstrate this understanding
that on successfudompleton of this unit theywill be able to:

program web applications

work with data and serees

troubleshoot and debug web applications

work with clientside scripting

configure and deploy web applicatians

= =4 =4 -4 A

Learning outcome

The learner will:
1. Knowhow to programme web applications

Assessment criteria

The learner can:

1.1 describe how ta@ustomiseweb pages
1.2 describe intrinsic objects

1.3 describe differentypes of state

1.4 describe how state is stored

1.5 describe howeventscontrol page flows
1.6 describecontrolsrequired for a scenario
1.7 describe configuration files

Range

customise(layout, appearance, HTML, CSS, embedding images, navigation, tables)

types of state(session state, view state, control state, application state)

events(application and page life cycle events, page events, control events, application event
session events, crogsage posting)

control (user, server, Web, validation)

Learning outcome

The learner will:
2. Knowhow to use data for webpages
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Assessment criteria

The learner can:

2.1 read XML data

2.2 write XML data

2.3 select a data object to meeequirements

2.4 describe how to call a service from a Web page
2.5 describedatasource controls

2.6 describe binding controls

2.7 describe how to manage data connections.

Range

datasource control§LingDataSource, ObjectDataSource, XmIDataSo8giBataSource)

Learning outcome

The learner will:
3. Knowhow to troubleshoot web applications

Assessment criteria

The learner can:
3.1 describe how talebug a web application
3.2 describe how to troubleshoot http web application errors.

Range

debug a web applicatiorfcustom error pages, error information, tracing)

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)




Learning outcome

The learner will:
4. Knowclient-side scripting code and its purpose

Assessment criteria

The learner can:

4.1 describe the purpose of cliesside scripting
4.2 identify clientsidescripting code

4.3 describeAJAX concepts

Range

AJAX concepttASP.NET AJAX implementation, working with cBetd libraries,
EnablePartialRendering, Triggers, ChildrenAsTriggers, Scripts, Services, UpdateProgress, T
ScriptMangerProxy, extender controls)

Learning outcome

The learner will:
5. Knowhow to configure web applications

Assessment criteria

The learner can:

5.1 describe how taonfigure secure access

5.2 describe how to configureeference assemblies
5.3 describe how to publish web applications

5.4 describeapplication pools

Range

configure secure accegauthentication, authorization, impersonation)
reference assemblieflocal assemblies, shared assemblies, for project, for solutions)
application pools(purpose, effects on Web applications)

Learning outcome

The learner will:
6. Be able to create aveb-basedapplication

Assessment criteria

The learner can:

6.1 program aweb application

6.2 use events to control page flows

6.3 connect a web application to a database
6.4 troubleshoot a web application

6.5 configure a web application.

Range

web application(layout, appearance, HTML, CSS, embedding images, navigation, tables)
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Level: 2

Credit value: 9

GLH: 49

Aim: Thisunit has been designed to help a learteild an understanding of

these topics:NET Framework Concepts, Namespaces and Classes
.NET Framework, .NET Code Compilation, I/O Classes in the .NET
Framework, Security, .NET Languages, and Memory Management

Learners are expected to be able tondenstrate this understanding, sc
that on successfulompletion of this unit theywill be able to
understand

.NET framework concepts

namespaces and classes in the .NET Framework

NET code compilation

I/O Classes in the .NET Framework

security

.NET Languages

memory management

= =4 =4 -4 -4 -8 -9

Learning outcome

The learner will:
1. Know.NET framework concepts

Assessment criteria

The learner can:

1.1 describe application settings

1.2 describe event handling in th&lET

1.3 describe structureexception handlingn the .NET framework.

Range

NET frameworKeventdriven programming model, event handlers, raising events, implementi
delegates)

exception handling(error handling concepts, exceptions, exception types)
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Learning outcome

The learner will:
2. Knowkey components in the .NET framework

Assessment criteria

The learner can:

2.1 describe .NET clabgerarchies

2.2 describeobject orientated conceptsn the .NET framework
2.3 describe .NET namespaces

2.4 describeclass libraries

2.5 describedata typesin the .NET framework

2.6 describegenerics

Range

hierarchies(system classes, classification of classes, logical organisation of classes)
object-orientated conceptginheritance, polymorphism, interfaces)

class librarieglogical grouping oflasses, logic of class libraries, importance of class libraries,
purpose)

data types(intrinsic data types, value types, reference types, boxing, unboxing, .NET collectic
classes)

generics(infrastructure, interfaces, delegates, contravariant, covariargthods, verifiability,
constraints)

Learning outcome

The learner will:
3. Knowthe requirements of .NET code compilation

Assessment criteria

The learner can:

3.1 describe how source code is compiled
3.2 describe strong naming

3.3 describeversion control

3.4 describeassemblies

3.5 describe metadata.

Range

version control(how .NET applications are versioned, how to run different versions on the sal
computer)
assemblied.NET assemblies, shared assemblies)
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Learning outcome

The learner will:
4. Knowlnput/Output (1/O) classes in the .NET framework

Assessment criteria

The learner can:

4.1 describe .NEfile classes

4.2 describe console I/O

4.3 describeXML classes the .NET framework.

Range

file classegread/write, stream readers and writers)
XML classeéXMLReader, XMLWriter, SML Schemas)

Learning outcome

The learner will:
5. Knowhow to secure a .NET application

Assessment criteria

The learner can:
5.1 describeSystem Security namespace
5.2 describecode access security

Range

system security namespad@ermissions, cryptography)
code access securifguthentication, authorisation, access control, policies)

Learning outcome

The learner will:
6. Knowkey aspects of .NET languages

Assessment criteria

The learner can:
6.1 describelanguage interoperability
6.2 describetype safety.

Range

language interoperability(calling code in one language from another language, .NET languag
parity)
type safety(memory type safety, type safety in classes, strong types, seqaiities)
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Learning outcome

The learner will:
7. Knowwhat is involved in memory management

Assessment criteria

The learner can:
7.1 describeresource allocation
7.2 compare managed and unmanaged applications.

Range

Resource allocatioifigarbage collection, memory allocation, stack vs heap)

Learning outcome

The learner will:
8. Be able to create .NET applications

Assessment criteria

The learner can:

8.1 create a class library in the .NET framework
8.2 compile a sourceode

8.3 secure a .NET application

8.4 create a .NET application.
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Level: 2

Credit value: 8

GLH: 41

Aim: Thisunit has been designed to help a learieiild an

understanding of these topic®Vork with Physical Devices, Use D:
with Mobile Services, Use a Mobile Application Development
Environment, Develop Mobile Applications.

Learners are expected to be able to demonstrate this
understanding, so that on successtoimpleton of this unit they
will be able to:

1 work with physical devices

1 use data with mobile services

1 use a mobile application development environment

1 develop mobile applications
This unit is linked to the Microso®fficial Academic Course (MOA
Mobility and Devicé&undamentals.

Learning outcome

The learner will:
1. Understand mobile phone capabilities

Assessment criteria

The learner can:

1.1 define phoneools

1.2 identify device sensors

1.3 describe Application Programming Interface (APIs)
1.4 identify builtin hardware

1.5 comparedevices

1.6 identify ways to save energy.

Range

tools (development, testing, connecting)
devices(features, API levels, number of touch points, networking capabilities)
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Learning outcome

The learner will:
2. Understand the use of data with mobile devices

Assessment criteria

The learner can:

2.1 describe how mobile devices integrate with databases
2.2 describe how taninimise data traffic

2.3 describe the benefits of database server replication
2.4 describe benefits oflata storage locations

2.5 describe how to access native APIs

2.6 describe how to manageffline situations.

Range

minimise (for performance, for cost)
data storage locationglocal, isolated, remote)

Learning outcome

The learner will:
3. Understand the mobile application development environment

Assessment criteria

The learner can:

3.1 describe mobile device design (concepts, globalisation, localisation, optimisation,
architecture)

3.2 describe mobilenetworking concepts

3.3 evaluate development tools for mobile applications
3.4 describe how to create a deployment package

3.5 describe how talebug mobile applications

3.6 identify code errors

3.7 identify code to meet requirements

3.8 distinguish between programming languages.

Range

networking conceptqserver/cloud communication, multicast, HTTP requests, use of web sen
throttling, notifications, wireless network)

debug mobile applicationgcreate a test environment, test, debug)

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891) 97



98

Learning outcome

The learner will:
4. Understand how to develop mobile applications

Assessment criteria

The learner can:

4.1 describe how tananagethe application life cycle
4.2 describe mobile devicAPls

4.3 explain the use afmobile device controls

4.4 describe how tdouild a User Interface (Ul).

Range

Manage(preserving application state, tombstoning, balancing cedsponsive applications,
visible status, storing passwords)

I t L{M@wdgation services, geolocation, Forms, Canvas and Media for HTML5, manipulation ¢
mobile device controlgnative controls, custom controls, Ul, notifications, to enhaapplication
functionality)

build (system theme, colour, orientation, graphic layering, integrating images and media, Ul
standards and guidelines

Learning outcome

The learner will:
5. Be able to create mobilapplications.

Assessment criteria

Thelearner can:

5.1 create a mobile application

5.2 connect a mobile application to a database
5.3 create a deployment package

5.4 build a user interface.
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Level: 3

Credit value: 12

GLH: 48

Aim: This unit isntended forthose who are looking to become

database professional#\ learner that achieves this unit wil
be able toperform installation, maintenance, and
configuration tasksas well as takeesponsibiliy for aspects
of other activities such asettingup database systems,
ensuring systems operate efficiently, arttle regular storing,
backing up, and securirata from unauthorised access.

Thisunit is linked to theMicrosoft Official Academic Course
(MOACHrNd ExanAdministering Microsoft SQL Server
Databases

Learning outcome

The learner will:
1. Be able tanstall SQL Servers

Assessment criteria

The learner can:

1.1 describe the SQL Server platform

1.2 use SQL Server tools

1.3 configure SQL Server services

1.4 describe the SQL Server architecture

1.5 plan for SQIServer resource requirements

1.6 conduct preinstallation stress testing for SQL Server
1.7 install SQL Server

1.8 upgrade SQL Server

1.9 automate the installation of SQL Server.
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Learning outcome

The learner will:
2. Be able tause databases

Assessmentriteria

The learner can:

2.1 describe the role of SQL Server databases

2.2 describe the structure of SQL Server databases
2.3 administer files and filegroups

2.4 move database files

2.5 transfer data to and from SQL Server

2.6 optimise the bulk insert process.

Learning outcome

The learner will:
3. Be able taestore SLQ server databases

Assessment criteria

The learner can:

3.1 describe the concepts of backup strategies
3.2 explain the transaction logging capabilities
3.3 plan a SQL Server backup strategy

3.4 managedatabase backups

3.5 describe the restore process

3.6 restore databases

3.7 use Pointin-time Recovery.

Learning outcome

The learner will:
4. Know how to authorise users

Assessment criteria

The learner can:

4.1 describe how SQL Server authenticateanections

4.2 describe how logins are authorised to access databases
4.3 describe the requirements for authorisation across servers
4.4 authorise user access to objects

4.5 authorise users to execute code

4.6 configure permissions at the schema level

4.7 usedatabase server ras.

Range

database server roleffixed, user defined)
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Learning outcome

The learner will:
5. Be able toaudit SQL Server Environments

Assessment criteria

The learner can:

5.1 describe the options for auditing data access in SQL Server
5.2 implement SQL Server Audit

5.3 manage SQL Server Audit.

Learning outcome

The learner will:
6. Be able tcautomate SQL Server Management

Assessment criteria

The learner can:

6.1 automate SQL Server Management
6.2 use SQL Server Agent

6.3 manage SQL Server Aggutis.

Learning outcome

The learner will:
7. Be able taconfigure security for SQL Server Agent

Assessment criteria

The learner can:

7.1 explain SQL Server Agent security
7.2 configure credentials

7.3 configure Proxy accounts.

Learning outcome

The learnemill:
8. Be able tgperform ongoing database maintenance

Assessment criteria

The learner can:

8.1 configure database mail

8.2 monitor SQL Server errors

8.3 configure operators

8.4 configure alerts

8.5 configure notifications

8.6 ensure database integrity

8.7 maintain indexes

8.8 automate routine database maintenance.
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Learning outcome

The learner will:
9. Be able tause tracing options

Assessment criteria

The learner can:

9.1 capture SQL Server activity

9.2 analyse performance data

9.3 improve SQL Server performance.

Learningoutcome

The learner will:
10. Be able tamanage multiple servers

Assessment criteria

The learner can:

10.1 manage multiple servers

10.2 describe options for virtualising SQL Server
10.3 deploy DataTier Applications

10.4 upgrade Datdlier Applications.

Learningoutcome

The learner will:
11.Be able taroubleshoot SQL Server administrative issues

Assessment criteria

The learner can:
11.1 explain SQL Server troubleshooting methodology
11.2 resolve administrativéssues

Range

issues(servicerelated, concurrency, login, connectivity)
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Level: 3

Credit value: 11

GLH: 50

Aim: This unit provides the skills and knowledge necessary to

administer a Windows based Server. A learner achieving
unit will have the ability to administer the tasks required tc
maintain a Windows based Server infrastructure, such as
user and group managnent, network access, and data
security.

This unit is linked to the Microsoft Official Academic Cour
(MOAC) and Exam for Administering Windows Server.

Learning outcome

The learner will:
1. Be able tadeploy server images

Assessment criteria

Thelearner can:

1.1 install Windows deployment services

1.2 describe how to create operating system images
1.3 configureWindows deploymentservices.

Range

Windows deployment(incorporates custom computer naming, deployment of images,
administrative tasks)
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Learning outcome

The learner will:
2. Be able tananage Domain Name Systems (DNS)

Assessment criteria

The learner can:
2.1 explain how to configure DNS zones and transfers
2.2 manageDNS

Range

DNS(includes installing and configuring, troubleshooting server roles, zones, conditional
forwarding, resource records)

Learning outcome

The learner will:
3. Be able tamaintain domain controllers

Assessment criteria

The learner can:

3.1 explain thestructure of directory services

3.2 describe how to implemendomain controllers
3.3 implement domain controllers

3.4 configure directory services snapshots

3.5 describe the use of domain controller cloning

Range

domain controllers(virtualised, read onlfRODCSs))

3.3includes configuring, implementing, administering, troubleshoot DC inciideslised, read
only (RODCs)

Learning outcome

The learner will:
4. Be able tdmplement a group policy infrastructure

Assessment criteria

The learner can:

4.1 configure managederviceaccounts

4.2 explain the features of group policy

4.3 implement group policy preferences

4.4 manage group policy scope

4.5 describe administrative templates

4.6 manage groumolicy objects

4.7 describe how to deploy software using group pobbyects.

Range

service accountgcreate, associate, password policy, accdookout)
policy objects(create, configure, monitor, process policy, troubleshoot)
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Learning outcome

The learner will:
5. Be able tananage remote access

Assessment criteria

The learner can:

5.1 manageremote access rolén Windows

5.2 manage aradvanced remote access infrastructure

5.3 explain web application proxy (implementation, validation)

Range

remote access roléinstall, configure, monitor, troubleshoot)

advanced remote access infrastructufastallation, configuring, monitoring, validat@cluding
VPN)

Learning outcome

The learner will:
6. Be able tananage the network server

Assessment criteria

Thelearner can:

6.1 describe network policy authentication methods

6.2 manage thenetwork policy server

6.3 configure RADIUS clients

6.4 configure RADIUS servers

6.5 describe how network access protection can help protect a network
6.6 describe Network Access Protectienforcement processes

6.7 manage Network Access Protection.

Range

network policy server(configure troubleshoot)
network access protectiotfconfigure troubleshoot)
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Learning outcome

The learner will:
7. Be able tooptimise fileservices

Assessment criteria

The learner can:

7.1 describe file server resource manager

7.2 configure file services

7.3 implement classification tasks

7.4 implement file management tasks

7.5 describe the components of the distributed file system
7.6 configuredistributed file systems

7.7 encrypt files using encrypting file system EFS

7.8 configure advanced auditing features

Range

distributed file systemgnhamespaces replication)

Learning outcome

The learner will:
8. Be able tananage group policy

Assessment criteria

Thelearner can:

8.1 describe the role of Windows server update services
8.2 describe the use of monitoring tools for Windows Server
8.3 describe how to monitor events

8.4 establish a performance baseline

8.5 identify the source of a performance problem

8.6 configurecentralised event logs

8.7 interpret events
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Level: 3

Credit value: 12

GLH: 52

Aim: Thisunit providesthe skills and knowledge necessary to

administer a Windowbasedserver. A learner achieving this
unit will have theability to perform the advanced
configuring tasks required to deploy, managad maintain
a Windows Servenfrastructure, such as faulbterance,
certificate sevices, and identity federation.

This unit is linked to the Microsoft Official Academic Cour
(MOAC) and Exam for Administering Windows Server.

Learning outcome

The learner will:
1. Be able tamplement advanced network services

Assessment criteria

The learner can:

1.1 configureadvanced DNS services

1.2 configure advanced DHCP services

1.3 implement Internet Protocol Address Management (IPAM)
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Learning outcome

The learner will:
2. Be able tamplement advanced file services

Assessment criteria

The learner can:

2.1 configure Internet Small Computer Storage Interface (ISCSI) storage
2.2 configureBranchCache

2.3 configure the File Classification Infrastructure

2.4 monitor BranchCache

2.5 optimisestorage usage.

Range

BranchCachéMain Officer Servers, Branch Officer Servers, client computers)

Learning outcome

The learner will:
3. Be able tamplement Dynamic Access control

Assessment criteria

The learner can:

3.1 plan Dynamic Accessntrol implementation
3.2 configureclaims

3.3 configure resource property definitions
3.4 configurecentral access

3.5 validate dynamic access controls

3.6 remediate dynamic access controls

3.7 implement resource policies.

Range

claims(user device)
central accesgrules, policies)
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Learning outcome

The learner will:
4. Be able tamplement directory services

Assessment criteria

The learner can:

4.1 describe distributed directory services deployments
4.2 implement a distributed directory services deployment
4.3 implement Child Domains

4.4 implement Forest Trusts

4.5 managedirectory services

4.6 create subnets.

Range

directory servicegcreate, configure, monitor, modify, troubleshoot, trusts, replication, sites
(including default sites)

Learning outcome

Thelearner will:
5. Be able to implement certificateesvices

Assessment criteria

The learner can:

5.1 configurecertificates

5.2 configure key recovery

5.3 describe the Public Key Infrastructure (PKI)
5.4 deploy a certification authority

5.5 configure thecertification authority hierarchy
5.6 managecertificates.

Range

5.1includestemplates enrolment revocation
5.6deploy, implement distribution, implement revocation, recovery
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Learning outcome

The learner will:
6. Be able tamplement Rights Management Services (RMS)

Assessment criteria

The learner can;

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8

describe RMS

configure RMS

implement RMS trust policies
verify RMS deployment

deploy RMS infrastructure
manage an RMS infrastructure
configure RMS contergrotection
configure external access to RMS.

Learning outcome

The learner will:
7. Be able tdmplement Federation Services (FS)

Assessment criteria

The learner can:

7.1
7.2
7.3
7.4

describe FS

configure FS preequisites
configure FS

deploy FS.

Range

7.3 and 7.4or a single organisatiofior Federated business partners

Learning outcome

The learner will:
8. Be able tamplement Network Load Balancing (NLB)

Assessment criteria

The learner can:

8.1
8.2

manage an NLB cluster
validate highavailability for an NLB cluster.

Range

8.1Plan Configure Implement, monitor
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Learning outcome

The learner will:
9. Be able tdamplement failover clustering

Assessment criteria

The learner can:

9.1 manage a failover cluster

9.2 configure clustefaware updating on a failover cluster

9.3 manage a highly available file server

9.4 configure a highly available failover solution

9.5 configuring a virtualisethilover cluster for virtualisation
9.6 configure a Highly Available Virtual Machine

9.7 implement virtualisation of machines on failover clusters
9.8 implement virtual machine movement

9.9 manage virtual environments.

Range

9.1includes implement, configure, maintain mutite and single site
9.3includesdeploy, configure, validate
9.4for services, for applications

Learning outcome

The learner will:
10. Be able tamplement disaster recovery

Assessment criteria

Thelearner can:

10.1 describe disaster recovery

10.2 implement server recovery

10.3 implement data recovery

10.4 back up data on a Windows server

10.5 use cloud services for disaster recovery.
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UAN: D/507/0334

Level: 3

Creditvalue: 12

GLH: 52

Aim: This unit provides the skills and knowledge necessary to

configure or support Windows based systems. A learner
achieving this unit will have the ability configure or suppol
Windows computers, devices, users, arssociated network
and security resources. The networks will typically be
configured as domaibased or peeto-peer environments
with access to the Internet and cloud services.

This unit is linked to the Microsoft Official Academic Cour
(MOAC) and Exafor Configuring Windows.

Learning outcome

The learner will;
1. Be able tanstall Windows

Assessment criteria

The learner can:

1.1 describe the different editions of Windows

1.2 describe options for upgrading a Windows based operating system
1.3 prepare acomputer for Windows installation

1.4 install a Windows operating system

1.5 automate the installation of a Windows operating system

1.6 configure device drivers

1.7 explain Windows operating system licensing and activation
1.8 customise an image fateployment
1.9 prepare arimage for deployment

1.10 describe volume activation
1.11 deploy a Windows Image.
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Learning outcome

The learner will:
2. Be able tananage user state

Assessment criteria

The learner can:

2.1 create User State Migration Tool (USMT) XML files
2.2 customiseUSMT XML files

2.3 manage user accounts

2.4 configure user state virtualization

2.5 migrate user state

2.6 optimise storage usage.

Learning outcome

The learner will:
3. Be able tause Windows tools

Assessment criteria

The learner can:

3.1 managing Windows Usir@roup Policy

3.2 implementWindows remote management

3.3 describe the tools to use for Windows management
3.4 manage Windowsising commandine-basedtools.

Guidance

3.2this could be PowerShell Remoting
3.4 this could be Powershell

Learning outcome

Thelearner will:
4. Be able taconfigure network connections

Assessment criteria

The learner can:

4.1 configure docal area network (LAN) connection
4.2 implement automatic IP address allocation

4.3 implement name resolution

4.4 resolve network connectivitproblems

4.5 implement wireless network connectivity

4.6 describewireless network connections

Range

4.1 (IPv4, IPv6)
Wireless network connectiongstandards, technologies)
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Learning outcome

The learner will:
5. Be able taconfigure resource access

Assessment criteria

The learner can:

5.1 configure domain access for Windows devices
5.2 manage nordomain devices

5.3 configure workplace join

5.4 configure work folders.

Learning outcome

The learner will:
6. Be able tosecure networks

Assessment criteria

The learner can:

6.1 Describe network security threats
6.2 Mitigate threats to network security
6.3 Secure network traffic

Learning outcome

The learner will:
7. Be able tananage file access

Assessment criteria

Thelearner can:

7.1 managehard disks

7.2 describecloud-basedstorage services
7.3 manage file and folder access

7.4 manage shared folder access

7.5 configure file and folder compression
7.6 manageprinters.

Range

hard disks(local, virtual)
printers (local, network)
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Learning outcome

The learner will:
8. Be able tosecure Windows devices

Assessment criteria

The learner can:
8.1 describe methods used for authentication in Windows
8.2 describe methods used for authorization in Windows

8.4 create multiple local GPOs
8.5 secure data
8.6 configure User Account Control (UAC).

8.3 describe how to use local Group Policy Objects (GPOs) to secure Windows

Range

8.5with EFS and with BitLocker

Learning outcome

The learner will:
9. Be able tanaintain Windows client computers

Assessment criteria

The learner can:

9.1 optimise Windows performance
9.2 manage the Windows reliability
9.3 manage software updates.

Learning outcome

The learner will:
10. Be able taconfigure applications for Windows

Assessment criteria

The learner can:

10.1 describe application deployment options

10.2 manage apps on a Windows based operating system
10.3 configure Internet browser settings

10.4 configure application restrictions.

Learningoutcome

The learner will:
11.Be able taconfigure remote access

Assessment criteria

The learner can:

11.1 configure Windows settings for mobile computing devices
11.2 configure Virtual Private Network (VPN) access

11.3 configure DirectAccess

11.4 configure remotedesktop

11.5 configure remote assistance.
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Learning outcome

The learner will:
12.Be able taconfigure desktopvirtualisation.

Assessment criteria

The learner can:

12.1 describe alient hypervisor
12.2 create virtual machines
12.3 manage virtual hard disks
12.4 managecheckpoints.

Guidance

12.1 couldoe HyperV

Learning outcome

The learner will:
13.Be able taecover a Windows based operating system

Assessment criteria

The learner can:

13.1 explain Windows recovery options
13.2 back up files

13.3 restore files.
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Level: 3
Credit value: 11
GLH: 57
Aim: This unit provides the skills and knowledge necessary to

implement a core Windows Server infrastructure.

A learner achieving this unit will have the ability to
implement and configure Windows Server core services,
such as Active Directory and the netwardiservices.

This unit is linked to the Microsoft Official Academic Cour
(MOAC) and Exam for Installing and Configuring Window

Server

Learning outcome

The learner will:
1. Be able tadeploy Windows based servers

Assessment criteria

Thelearner can:

1.1 describe the features of a Window based server
1.2 describe the server managemetals

1.3 plan for a server installation

1.4 configure a server.

Range

tools (development, testing, connecting)

Learning outcome

The learner will:
2. Understand domain controllers

Assessment criteria

The learner can:

2.1 describe the structure of domain controller services
2.2 describe the purpose of domain controllers

2.3 explain how to install a domain controller.
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Learning outcome

The learner will:
3. Beable tomanage user accounts

Assessment criteria

The learner can:

3.1 manage accounts

3.2 delegate permissions

3.3 explain how to automate user account management.

Range

manage(create, configure, troubleshooting
accounts(user, group, computer

Learning outcome

The learner will:
4. Be able tamplement Internet Protocol (IP)

Assessment criteria

The learner can:

4.1 describe the TCP/IP protocol suite

4.2 describelP addressing options

4.3 determine asubnet mask

4.4 configure IP options

4.5 troubleshoot IP options

4.6 describe the benefits of IPv6

4.7 describe thdnteroperability between IPv4 and IPv6.

Range

IP addressing optionéPv4, IPvp
subnet mask(subnetting or supernetting
Interoperability (Coexistence, transitign

Learningoutcome

The learner will:
5. Be able tdmplement Dynamic Host Configuration Protocols (DHCP)

Assessment criteria

The learner can:

5.1 configureDHCPRserver roles

5.2 manage a DHCP database
5.3 manage the DHCP server role.

Range

configure (Also includesecuring server role)
server roles(Also includes scopes)
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Learning outcome

The learner will:
6. Be able tdmplement Domain Name Systems (DNS)

Assessment criteria

The learner can:

6.1 install DNS server services
6.2 configure DNS

6.3 manageDNS.

Range

manage(also includes DNS zones, creating host records and server cache)

Learning outcome

The learner will:
7. Be able taconfigure server storage

Assessment criteria

The learner can:

7.1 describe storage technologies
7.2 configure storage

7.3 configure shared files and folders
7.4 configure a printer pool.

Range

Configure storagdalso includes resizing volumes, redundant storage gpace
Configure shared files and fold€a file share, shadow copies, protection, secyrity

Learningoutcome

The learner will:
8. Be able tananage group policy

Assessment criteria

The learner can:

8.1 managegroup policy objects

8.2 describe server operating system security

8.3 configure software application restriction policies
8.4 auditsystem access

Range

manage(alsoincludes creating group policy objects, implementing a central store for
administrative templates, security, restrict running of unauthorised software, a firewall with

advanced securily
system acces@omain logons, file system access)
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Learning outcome

The learner will:
9. Be able tomplement servewirtualization.

Assessment criteria

The learner can:

9.1 describe virtualisation technologies
9.2 configure a virtual machine

9.3 manage virtual machine storage
9.4 managevirtual networks

Range

manage(to also include configuje
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Unit 634 Installing and configuring Windows based
servers

Supporting information

Guidance

Configuration of any aspect of the server also requires installation

For learners to kow the benefits of IPV6, they should also learn the features
1.4 this includes admin tasks.

3.3 automation should be through command line tools
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Level: 3

Credit value: 11

GLH: 43

Aim: Thisunit is designed to provide antroduction to HTML5,

CSS3, and JavaScript. Tiné focuses on using
HTML5/CSS3/JavaScript to implement programming logi
define and use variables, perform looping and branching,
develop user interfacegapture and validate user input,
store data, and create weditructured application.

Thisunit is linked to theMicrosoft Official Academic Course
(MOAC)HNd Exam for th&®rogramming in HTML5 with
JavaScript and CSS3

Learning outcome

Thelearner will:
1. Be able tacreate HTML5 pages

Assessment criteria

The learner can:
1.1 describe basieiTML5
1.2 explain the structure of Cascading Style Sheets (CSS)

1.3 describe Integrated Development Environment (IDE) tools available for building Web
applications

1.4 create static pages using features of HTML5
1.5 apply styling to the elements in an HTMLS5 page.

Range
HTML5(elements, attributes)
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Learning outcome

The learner will:
2. Be able tacode using JavaScript

Assessment criteria

Thelearner can:

2.1 explain the syntax of JavaScript

2.2 describe how to use JavaScript with HTML5

2.3 write JavaScript code that manipulates the HTML DOM

2.4 write JavaScript code that handles events

2.5 describe how to use jQuery to simplify code

2.6 describe thebenefits of structuring JavaScript code

2.7 explain best practices for creating custom objects in JavaScript
2.8 describe how to extend objects to add functionality.

Learning outcome

The learner will:
3. Be able tacreate forms using HTML5

Assessmentriteria

The learner can:

3.1 create forms using HTML5

3.2 validate user input using HTML5 attributes
3.3 create feedback using HTML5 attributes
3.4 write JavaScript code to validate user input.

Learning outcome

The learner will:
4. Be able tocommunicate with a remote data source

Assessment criteria

The learner can:
4.1 communicate datdy usingKMLHttpRequesbbjects

4.2 simplify code that communicates data using the jQuery ajax method.

Range

XMLHttpRequesthas member types: Events, Methods, Properties)
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Learning outcome

The learner will:
5. Be able tostyle HTMLS5 by using CSS3

Assessment criteria

The learner can:

5.1 style text elements on an HTMLS5 page by using CSS3

5.2 apply styling to block elements Ioyging CSS3

5.3 use CSS3 selectors to specify the elements to be styled in a Web application
5.4 implement effects by usinGSS3 properties

Range

CSS3 propertie@raphical, transformations)

Learning outcome

The learner will:
6. Be able tacreate interactive pages using HTML5 Application Programming Interfaces (AP

Assessment criteria

The learner can:

6.1 use APIs to interact with files in a Web application

6.2 incorporate media into &Veb application

6.3 detect the location of the user running a Web application
6.4 explain how to debug a Web application

6.5 explain how to profile a Web application.

Range

Web application(video, audio)

Learning outcome

The learner will:
7. Be able tcadd offlinesupport toweb applications

Assessment criteria

The learner can:

7.1 save data locally on the user's computer

7.2 retrieve data locally on the user's computer

7.3 incorporate offline support for a Web application.
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Learning outcome

The learner will:
8. Be able tdmplement an adaptive User Interface (Ul)

Assessment criteria

The learner can:

8.1 describe the need for a Web application to detect device capabilities

8.2 describe the need for a Web application to react to different form factors

8.3 create a Web page thatan dynamically adapt its layout to match different form factors.

Learning outcome

The learner will:
9. Be able tacreate graphics

Assessment criteria

The learner can:
9.1 add interactive graphics to aapplication
9.2 draw complex graphics on an HTMC&nvas element by using JavaScript code.

Range

application(guidance using Scalable Vector Graphics)

Learning outcome

The learner will:
10. Be able to animate the Usarnterface (Ul)

Assessment criteria

The learner can:

10.1 describe the types dfansitions available with CSS3

10.2 apply CSS transitions to elements on an HTML5 page

10.3 implement complexanimations

10.4 write JavaScript code to detect when a transition has occurred.

Range

animations(using CSS kdsames, using JavaScript code)
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Learning outcome

The learner will:
11.Be able tamplement Reallime communications by using Web sockets

Assessment criteria

The learner can:

11.1 explain how Web Sockets work

11.2 describe how tacommunicate data through a Web Socket

11.3 use the Web Socket API with JavaScriggdmmunicatewith a Web Socket server.

Range

communicate(send and receive data, and handle the different events that can occur when a
message is sent or received)

Learning outcome

The learner will:
12.Be able tccreate a Web Workeprocess

Assessment criteria

The learner can:
12.1 describe thepurposeof a Web Workeprocess
12.2 use the Web Worker APIs from JavaScript code for a Web Worsegss

Range

purpose(perform asynchronous processing, provide isolation for sensitive operations)
process(create, run, and monitor
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Level: 3

Credit value: 10

GLH: 41

Aim: This unit is aimed at those who will be involved in Extract

Transform Load (ETL) and data warehouse development
creating Business Intelligence (Bdjutions anchave some
responsibilities for data cleansing and data warehouse
implementation.

This unit idinked to the Microsoft Official Academic Cours
(MOAC) and Exam f&QL Bi Development

Learning outcome

The learner will:
1. Understandhe requirements for data warehouse hardware

Assessment criteria

The learner can:

1.1 describe the maimardware considerations for building a data warehouse
1.2 explain how to use reference architectures to create a data warehouse

1.3 explain how to use data warehouse appliances to create a data warehouse.

Learning outcome

The learner will:
2. Be able tdmplement a data warehouse

Assessment criteria

The learner can:

2.1 describe the key elements of a data warehousing solution

2.2 describe the key considerations for a data warehousing project
2.3 implement a logical design for a data warehouse

2.4 implement aphysical design for a data warehouse.
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Learning outcome

The learner will:
3. Be able tacreate an Extract, Transform and Load (ETL) Solution

Assessment criteria

The learner can:

3.1 describe the key features of SQL Server Integration Services (SSIS)
3.2 explore source data for an ETL solution

3.3 implement a data flow using SSIS

3.4 implement control flow withconstraints

3.5 create dynamic packages

3.6 use containers in a package control flow

3.7 enforceconsistency

3.8 manage arSSIS package

Range

constraints(tasks, precedence)
consistencywith transactions, with checkpoints)
SSIS packageebug, logging, error handling

Learning outcome

The learner will:
4. Be able tamplement an incremental ETL process

Assessment criteria

The learner can:

4.1 describe the considerations for implementing an incremental ETL solution
4.2 extract data from source systems

4.3 insert data into a data warehouse.

Learning outcome

The learner will:
5. Be able use a cloud data warehousing solution

Assessment criteria

Thelearner can:

5.1 describe cloud data scenarios
5.2 describe cloud database software
5.3 implement acloud-baseddatabase

Range

cloud-based databaségguidance create, extract and obtain data from cloud services)
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Learning outcome

The learner will:
6. Be able tause Data Quality Services (DQS)

Assessment criteria

The learner can:

6.1 describe how DQS can help manage data quality
6.2 use DQS toleanse data

6.3 use DQS to match data.

Learning outcome

The learner will:
7. Be able tause Master Data Services

Assessment criteria

The learner can:

7.1 describe key Master Data Services concepts

7.2 implement a Master Data Services model

7.3 use the Master Data Servicadd-in for spreadsheets

Range

add-in for spreadsheetgto view a model, to modify a model) (guidance Excel for spreadsheet

Learning outcome

The learner will:
8. Be able tause SSIS packages

Assessment criteria

Thelearner can:

8.1 describe how custom components can be used to extend SSIS
8.2 describe how to use custom scripts in an SSIS package

8.3 describe SSIS deployment

8.4 plan SSIS package execution.

Learning outcome

The learner will:
9. UnderstandBusiness Intelligence (BI)

Assessment criteria

The learner can:

9.1 describe Bl scenarios

9.2 explain the key features of SQL Server Reporting Services
9.3 explain the key features of SQL Server Analysis Services.
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Level: 3
Credit value: 11
GLH: 49
Aim: Candidates for this exam are IT professionals who config

or support Windows computers, devices, users, and
associated network and security resources. The networks
with which theseprofessionals typically work are configure
as domairbased or peeto-peer environments with access
to the Internet and cloud services. The IT professional co
be a consultant, a fulime desktop support technician, or
an IT generalist who administeévgindows based computers
and devices as a portion of their broader technical
responsibilities.

Learning outcome

The learner will:

1. Be able tamplement management of a Windows based operating system

Assessment criteria

The learner can:

1.1 perform local management of Windows
1.2 perform remote management of Windows
1.3 manage Windows using Group Policy

1.4 describe management tools for Windows

Guidance

1.2 this could be PowerShell
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Learning outcome

The learner will:
2. Be able tdmplement an installation strategy

Assessment criteria

The learner can:

2.1 determine a Windows deployment strategy
2.2 implement a Windows migration strategy
2.3 plan Windows deployment methods

2.4 implement Windows deployment methods
2.5 plan for operating system virtualisation

2.6 create an unattended answer file

2.7 modify a Windows image offline

2.8 configure boot to Virtual Hard Drive (VHD)

Learning outcome

The learner will:
3. Be able tamplement Windows authenticatian

Assessment criteria

The learner can:

3.1 plan user authentication

3.2 plan domainbased security

3.3 implement authentication

3.4 troubleshoot domain authenticatian

Learningoutcome

The learner will:
4. Be able tamplement intranet connectivity

Assessment criteria

The learner can:

4.1 describe methods for obtaining IPv4 configurations
4.2 plan intranet connectivity

4.3 configure IPv4

4.4 describe how name resolution works

4.5 describetools for troubleshooting network issues
4.6 troubleshoot common network issues
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Learning outcome

The learner will:
5. Be able tamplement an application strategy for Windows

Assessment criteria

The learner can:

5.1 manage application installers

5.2 design application deployment

5.3 plan an application compatibility strategy
5.4 manage applications

Learning outcome

The learner will:
6. Be able tamplement a solution for user settings

Assessment criteria

The learner can:

6.1 plan a solution foimplementation of user settings
6.2 manage user profiles

6.3 explain User Experience Virtualization {\JE

6.4 deploy UEV.

Learning outcome

The learner will:
7. Be able taconfigure access to cloud service

Assessment criteria

The learner can:

7.1 describecloudserviceghat support Windows management
7.2 plan for cloud services deployment

7.3 deploy cloud services

7.4 configure Windows cloud based services

Range

cloud servicegpurpose, functionality, policies, updates)
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Learning outcome

The learner will:
8. Beable toimplement access to file and print services

Assessment criteria

The learner can:

8.1 manage local storage

8.2 implement access to files

8.3 implement access to file shares
8.4 implement file caching

8.5 plan clientside printing

8.6 configure clientsideprinting.

Learning outcome

The learner will:
9. Be able tamplement encryption for Windows

Assessment criteria

The learner can:

9.1 plan the implementation of an Encrypting File System (EFS)
9.2 plan the use of BitLocker

9.3 implement BitLocker

9.4 manageBitLocker.

Learning outcome

The learner will:
10. Be able tamplement endpoint security

Assessment criteria

The learner can:

10.1 plan endpoint security

10.2 implement centralised configuration for Windows updates
10.3 implement Windows cloud servicesndpoint protection

10.4 configure applications restrictions

Learning outcome

The learner will:
11. Be able tamplement extranet connectivity

Assessment criteria

The learner can:

11.1 explain how DirectAccess provides seamless remote access to intesoeirces
11.2 configure Virtual Private Network (VPN) Access

11.3 manage mobile device connectivity to extranet
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Learning outcome

The learner will:
12. Be able tamplement recovery solutions

Assessment criteria

The learner can:

12.1 plan a recovergolution

12.2 diagnose problems with the Windows boot process
12.3 repair Windows stability issues

12.4 implement a user data recovery strategy for Windows
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UAN: T/507/0341

Level: 4

Creditvalue: 13

GLH: 56

Aim: This unit provides the skills and knowledge neceskary

designing, implementing, and maintaining a Windeasrer
desktop infrastructure. A learner achieving this unit will he
the ability to plan, configure, and implement the Windows
based Server desktop services, such as desktop imaging
deployment, application/desktop virtualization, and RDP
access and fmastructure.

This unit is linked to the Microsoft Official Academic Cour
(MOAC) and Exam ftdanaging Modern Desktops.

Learning outcome

The learner will:
1. Understand desktop deployment options

Assessment criteria

The learner can:

1.1 describe theenterprise desktop life cycle

1.2 explain how to assess readiness for a desktop deployment

1.3 describe the available methods for deploying enterprise desktops
1.4 describe volume activation technologies for enterprise desktops
1.5 plan a desktop deployment strategy

1.6 implement a volume activation solution.

Learning outcome

The learner will:
2. Understand how to plan an image management strategy

Assessment criteria

The learner can:

2.1 determine the typeof imagesused in an image management strategy

2.2 determine thecontent of images used in an image management strategy
2.3 assess business requirements to support an image management strategy.
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Learning outcome

The learner will:
3. Be able tamplement desktop security

Assessment criteria

The learner can:

3.1 implement a centralised secure desktop solution by using Group Policy settings
3.2 plan device encryption by using BitLocker

3.3 implement device encryption by using BitLocker

3.4 plan a centrallymanaged EFS solution

3.5 implement a centrally managed EFS solution

3.6 configure desktop security.

Learning outcome

The learner will:
4. Be able tananage a desktop operating system image

Assessment criteria

The learner can:

4.1 identify the key features of the WindowsDK

4.2 describe the WindowBEenvironment

4.3 describe how answer files are used in Windows installations
4.4 capture a reference image

4.5 service a reference image

4.6 configure Windows DS

4.7 configure a custom windows PE environment

4.8 build a custom answer file

4.9 generalise a reference computer

4.10 configure Windows dgloyment services server role.

Range

4.6 for image capture antbr image deployment

Learning outcome

The learner will:
5. Be able tamplement user state migratian

Assessment criteria

The learner can:

5.1 plan user state migration

5.2 migrate userstate by using the User State Migration Tool (USMT)
5.3 create USMT XML Files

5.4 customise USMT XML Files.
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Learning outcome

The learner will:
6. Be able tadesign an Active Directory Domain Services physical infrastructure

Assessment criteria

The learner can:

6.1 plan for the LTI environment

6.2 implement MDT for LTI

6.3 integrate Windows Deployment Services (DS) with the MDT

6.4 planthe ZTI environment

6.5 prepare thesite for operating system deployment

6.6 build a reference image by using a configuration manager task sequence
6.7 deploy client images by using MDT task sequences

Learning outcome

The learner will:
7. Be able tamplement a remote desktop services infrastructure

Assessment criteria

The learner can:

7.1 plan the Remote Desktop Services environment

7.2 configure desktop deployments

7.3 extend the Remote Desktop Services environment to the Internet.

Range

7.2 for virtual machinebasedandsessiorbased

Learning outcome

The learner will:
8. Be able tananage user state virtualization for enterprise desktops

Assessment criteria

The learner can:

8.1 describe considerations for implementing enterprisebased updates infrastructure
8.2 describehow to use System Center Configuration Manager for software updates
8.3 describe how to manage software updates

8.4 describehow to configure Windows Intune for software updates

8.5 determine software updateompliance

8.6 deploy software updates to clients.

Range

8.2 deploy, manage
8.3 for virtual machine, for images
8.4 deploy, manage
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Learning outcome

The learner will:
9. Be able tadesign network access services

Assessment criteria

The learnercan:

9.1 designremote access services

9.2 implement remote access services
9.3 design a perimeter network.

Guidance

9.1 and 9.2 Remote Authentication DialUser Service (RADIUS), DirectAccess

Learning outcome

The learner will:
10. Be able tgprotect enterprise desktops

Assessment criteria

The learner can:

10.1 configure System Center Endpoint Protection

10.2 describe how to use Windows Intune endpoint protection
10.3 describe how to protect desktops by usiD§M

10.4 monitor endpoint protection

10.5 configure client data protection

Guidance

10.1 to includeprotection point, protection policies, client settings, monitoring status

Learning outcome

The learner will:
11. Be able tanonitor the performance of the desktop infrastructure

Assessment criteria

The learner can:

11.1 configure performance monitoring of desktops

11.2 configure reliability monitoring of desktops

11.3 configure operations manager for monitoring virtadvironments
11.4 monitor the desktop infrastructure

Guidance

11.4 to include health, performance and VDI
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UAN: M/507/0340

Level: 4

Credit value: 12

GLH: 50

Aim: This unit provides the skills and knowledge necessary to

design, implement, and maintain a Windows Server desk
infrastructure. A learner achieving this unit will have the
ability to plan, configure, and implement the Windows
Server desktop services, suas desktop imaging and
deployment, application/desktopirtualisation and RDP
access and infrastructure

This unit is linked to the Microsoft Official Academic Cour
(MOAC) and Exam ftdanaging Modern Desktops.

Learning outcome

The learnemill:
1. Be able tadesign an application distribution strategy

Assessment criteria

The learner can:

1.1 describe how to develop aapplication lifecycle strategy
1.2 describe the factors affectingpplication distributiordesign
1.3 design an applicatiodistribution strategy.

Learning outcome

The learner will:
2. Be able taesolve application compatibility

Assessment criteria

The learner can:

2.1 explain considerations for diagnosiagplication compatibility issues

2.2 explain solutions available foemediating application compatibility issues

2.3 resolve application compatibility issues with the Application Compatibility Toolkit (ACT).
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Learning outcome

The learner will:
3. Be able tadeploy software

Assessment criteria

The learner can:
3.1 deploy software
3.2 install Windows apps using sideloading.

Range

3.1 centrallyusing Group Policy, to clients

Learning outcome

The learner will:
4. Be able taconfigure selservice applications

Assessment criteria

The learner can:

4.1 planselfserviceapplication deployment

4.2 configureselfserviceapplication deployment

4.3 describe how to improve theeltserviceapplication deployment process.

Learning outcome

The learner will:
5. Be able tamplement presentatiorvirtualisationinfrastructure

Assessment criteria

The learner can:

5.1 describe how to assess presentatiginualisationrequirements
5.2 describe how to plan presentationrtualisationinfrastructure
5.3 describe how to extend presentationrtualisationinfrastructure
5.4 assess capacity requirements for presentatiamualisation

5.5 configure presentatiowirtualisation infrastructure.

Range

5.5 to include high availability, remote access)
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Learning outcome

The learner will:
6. Be able tadeploy presentatiorvirtualisationapplications

Assessment criteria

The learner can:

6.1 determine a presentation virtualisation application strategy

6.2 plan how to deploy applications to Remote Desktop Session Host (RD Session Host) s¢
6.3 deploy applications to RD Session Host servers

6.4 configure access to RD Session Host resources

6.5 deploy RD Session Host desktop applications

6.6 configure remoteapplications

6.7 verify remote applications.

Learning outcome

The learner will:
7. Be able tadeploy an applicationirtualisationenvironment

Assessment criteria

The learner can:

7.1 determine an application virtualisation model to meet businesguirements
7.2 deploy components to support an application virtualisation model

7.3 deploy the Windows application virtualisation client

7.4 configure the Windows application virtualisation client.

Learning outcome

The learner will:
8. Be able tadeploy virtual applications

Assessment criteria

The learner can:

8.1 configure the Windows Application Virtualisation Sequencer

8.2 sequence applications

8.3 deploy sequenced applications deploy software updates to clients.

Learning outcome

The learnewill:
9. Be able tdmplement application updates

Assessment criteria

The learner can:

9.1 plan application updates

9.2 deploy application updates

9.3 implement application update security.
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Learning outcome

The learner will:
10. Be able tamplement application upgrades

Assessment criteria

The learner can:

10.1 plan application upgrades

10.2 implement application upgrades

10.3 plan application concurrency

10.4 implement application concurrency

10.5 configure application version coexistence.

Guidance

10.1upgrades wouldhaturally include supersedsa

Learning outcome

The learner will:
11. Know how to monitor application deployment

Assessment criteria

The learner can:

11.1 describe how to plan application monitoring

11.2 describe how to plasoftware monitoring

11.3 describe how to monitor application resource use
11.4 configure server monitoring.

Guidance

11.2software monitoring (inventory and metering)
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UAN: J/507/0344

Level: 4

Credit value: 12

GLH: 52

Aim: This unit is designed farovidelearnerswith the knowledge

and skills to plan, deploy, manage, secure, and support
Microsoft Exchange Servdr coversmonitoring,
maintaining, andtroubleshooing anExchange Servénat
will includeguidelines, best practices, and consideratitms
help optimize performance and minimize errors and secu
threats.

This is an idedbr thoseaspiring to be enterpriséevel
messaging administratorshough it would also benefit
those seeking a career as @ngeneralist andr help desk
professionh

Thisunit is linked to theMicrosoft Official Academic Course
(MOAC)HNd Exam foDesigning ad Developing Exchange
Server.

Learning outcome

The learner will:
1. Be able tananage Microsoft Exchange Server

Assessment criteria

The learner can:

1.1 describe Exchange Server prerequisites

1.2 deploy an Exchange Server

1.3 manage Exchange Server

1.4 evaluate requirements for an Exchange Server installation
1.5 monitor Exchange Server

1.6 maintain Exchange Server

1.7 troubleshoot Exchange Server.
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Learning outcome

The learner will:
2. Be able taconfigure Mailbox Servers

Assessment criteria

Thelearner can:

2.1 describe the Mailbox Server role

2.2 plan for a Mailbox Server role deployment
2.3 configure the Mailbox Server

2.4 configure Storage on the Mailbox Server
2.5 configure Mailbox Databases.

Learning outcome

The learner will:
3. Be able tananage recipient objects

Assessment criteria

The learner can:

3.1 manage Exchange Server mailboxes
3.2 manage Exchange Server recipients
3.3 implement public folders

3.4 configure address lists

3.5 configure policies.

Learning outcome

The learner will:
4. Be able to configureelfserviceapplications

Assessment criteria

The learner can:

4.1 planselfserviceapplication deployment

4.2 configureselfserviceapplication deployment

4.3 describe how to improve theeltserviceapplication deployment process.

Learning outcome

The learner will:
5. Be able taconfigure messaging client connectivity

Assessment criteria

The learner can:

5.1 describe the Exchange Server client services

5.2 configure messaging client wépplication

5.3 plan mobile messaging

5.4 configure mobile messaging

5.5 configure secure Internet access for Client Access server.
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Learning outcome

The learner will:
6. Be able taconfigure high availability

Assessment criteria

The learner can:

6.1 describe a highly available Exchange Server
6.2 configure highly available Mailbox Databases
6.3 configure highly available Client Access servers.

Learning outcome

The learner will:
7. Be able tamplement disaster recovery

Assessment criteria

Thelearner can:

7.1 plan disaster mitigation

7.2 plan Exchange Server backup

7.3 implement Exchange Server backup
7.4 plan Exchange Server recovery

7.5 implement Exchange Server recovery.

Learning outcome

The learner will:
8. Be able tadeploy virtual applications

Assessment criteria

The learner can:

8.1 describe how message transport operates in Exchange Server
8.2 plan message transport

8.3 configure message transport

8.4 manage transport rules.

Learning outcome

The learner will:
9. Be able tamplement message security

Assessment criteria

The learner can:

9.1 plan messaging security

9.2 implement an antivirus solution for Exchange Server
9.3 implement an antispam solution for Exchange Server.
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Learning outcome

The learner will:
10. Be able taconfigure administrative security

Assessment criteria

The learner can:
10.1 configure Role Based Access Control (RBAC) permissions
10.2 configure audit logging.
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UAN: M/507/0337

Level: 4

Credit value: 13

GLH: 54

Aim: This unit provides the skills and knowledge necessary de

implement, and maintain a Windows bassstver
infrastructure. A learner achieving this unit will have the
ability to plan, configure, and implement Windows based
Server services, such as server deployment, server
virtualization, and network access and infrastructure.

This unit is linked to the Microsoft Official Academic Cour
(MOAC) and Exam for Designing and Implementing a Se
Infrastructure

Learning outcome

The learner will:
1. Understand how to plan aerver upgrade or migration

Assessment criteria

The learner can:

1.1 describe server upgrade considerations

1.2 describe server migration considerations

1.3 explain how to plan for server virtusdition

1.4 plan a server upgrade and migration strategy.

Learning outcome

The learner will:
2. Be able tdmplement a server deployment strategy

Assessment criteria

The learner can:

2.1 explain how to plan for an automated server installation aegloyment strategy
2.2 determine a deployment automation strategy

2.3 implement an automated deployment strategy.
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Learning outcome

The learner will:
3. Be able tdmplement an address management solution

Assessment criteria

The learner can:
3.1 design a Dynamic Host Configuration Protocol (DHCP) strategy
3.2 implement DHCP strategy.

Guidance

3.1 and 3.2 to include DNCP scope configuration, IP address management (IPAM))

Learning outcome

The learner will:
4. Be able tdmplement a name resolution strategy

Assessment criteria

The learner can:

4.1 design a Domain Name System (PBESver implementation strategy
4.2 implement a DNS zone strategy

4.3 configure DNS zone replication

4.4 optimise the DNS servepnfiguration.

Guidance

4.1 to include DNS namespace, DNS zone strategy, DNS zone replication, DNS for high ava
and security

Learning outcome

The learner will:
5. Be able tdmplement Active Directory Domain Services logical infrastructures

Assessment criteria

The learner can:

5.1 design an Active Directory Domain Services (AD DS) infrastructure
5.2 implement an Active Directory Domain Services (AD DS) infrastructure
5.3 plan an AD DS administrative tasks delegation model

5.4 design an Organizational Unit (OU) structure

5.5 design an AD DS group strategy

5.6 implement an AD DS group strategy

5.7 determineinformation required to facilitate a Group Policy Object (GPO) design
5.8 analyse the information required to facilitate a GPO design

5.9 create a GPO design

5.10 implement a GPO design
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Guidance

5.1 and 5.2 to include forest, forest trusts, domains, domain trussespaces

Learning outcome

The learner will:
6. Be able tadesign an Active Directory Domain Services physical infrastructure

Assessment criteria

The learner can:

6.1 design AD DSites

6.2 design AD DS replication

6.3 design domain controller placement
6.4 designdomain controller deployments
6.5 implement active directory sites

6.6 implement domain controllers.

Guidance

6.4to includehighly availablend on virtual machines

Learning outcome

The learner will:
7. Be able tdmplement storage

Assessment criteria

The learner can:

7.1 planastorage solution

7.2 implement a storage solution

7.3 configure redundant storage space.

Range

storagesolution (storage spaces, efficient storage, Internet Small Computer System Interface
(iISCSI) storage area network (SAN))

Learning outcome

The learner will:
8. Be able tamplement file services

Assessment criteria

The learner can:

8.1 plan aDistributed File System (DFS)
8.2 implement a DFS

8.3 plan Windows BranchCache

8.4 implement Windows BranchCache
8.5 plan Dynamic Access Control

8.6 implement Dynamic Access Control.
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Learning outcome

The learner will:
9. Be able tadesign network access services

Assessment criteria

The learner can:

9.1 designremote access services

9.2 implement remote access services
9.3 design a perimeter network.

Range

remote access servicgRemote Authentication Didh User ServicERADIUS), DirectAccess

Learning outcome

The learner will:
10. Be able tadesign network protection

Assessment criteria

The learner can:

10.1 designnetwork security

10.2 implement network security

10.3 identify network security threats

10.4 describe how tamitigate network security threats.

Range

network security(Windows Firewall, Network Access Protection (NAP))
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UAN: F/601/3179

Level: 3

Credit value: 12

GLH: 90

Aim: This unit covers moradvanced concepts

of eventdriven computer languages and
their use to implement, refine and test
computer programs

Learning outcome

The learner will:
1. Implement a software design using eveiriven programming

Assessment criteria

The learner can:

1.1 Identify the screen components and data and file structures required to implement a give
design

1.2 Select, declare and initialise variable and data structure types and sizes to implement de
requirements

1.3 Select and assign properties to screen componemisniplement design requirements

1.4 Select and associate events (including parameter passing) to

1.5 screen components to implement design requirements

1.6 Select and declare file structures to meet design file storageirements

1.7 Select and use standandput/output commands to implemendesign requirements

1.8 Make effective use of operators and predefined functions

1.9 Make effective use of an integrated development environment (IBdi)ding code and
screen templates

Learning outcome

The learnewmill:
2. Refine an eventriven program to improve quality

Assessment criteria

The learner can:

2.1 Use an agreed standard for naming, comments and code lalgtatmine a deployment
automation strategy

2.2 Define user functions to replace repeating cagguences
2.3 Implement data validation for inputs
2.4 Identify and implement opportunities for error handling and reporting
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Learning outcome

The learner will:
3. Test the operation of an evefalriven program

Assessment criteria

The learner can:

3.1 Makeeffective use of the debugging facilities available in the IDE

3.2 Prepare a test strategy

3.3 Select suitable test data and determine expected test results

3.4 Record actual test results to enable comparison with expected results
3.5 Analyse actual test results agaimspected results to identify discrepancies
3.6 Investigate test discrepancies to identify and rectify their causes

Learning outcome

The learner will:
4. Document an eventlriven program

Assessment criteria

The learner can:

4.1 Create onscreen help to assist the users of a computer progiraplement a DNS zone
strategy

4.2 Create documentation for the support and maintenance of a computer programme
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UAN: L/601/3184

Level: 3

Credit value: 12

GLH: 90

Aim: This unit covers more advanced concepts of ob@anted

computer languages and their use to implement, refine ar
test computer programs.

Learning outcome

The learner will:
5. Implement a software design usiofpjectoriented programming

Assessment criteria

The learner can:
5.1 Identify the objects and data and file structures required to implement a given design

5.2 Select, declare and initialise variable and data structypes and sizes to implement desig|
requirements

5.3 Define relationships between objects to implement design requirements

5.4 Implement message passing between objects to implement design requirements
5.5 Implement object behaviours using control structures to méet tesign algorithms

5.6 Select and declare file structures to meet design file storage requirements

5.7 Select and use standard input/output commands to implement design requirements
5.8 Make effective use of operators and predefined functions

5.9 Make effective use ofralntegrated Development Environment (IDE) including code and
screen templates.
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Learning outcome

The learner will:
6. Refine arobject-oriented program to improve quality

Assessment criteria

The learner can:

6.1 Use an agreed standard for namimgmments and code layout

6.2 Make effective use of encapsulation, polymorphism and inheritance
6.3 Implement data validation for inputs

6.4 Identify and implement opportunities for error handling and reporting.

Learning outcome

The learner will:
7. Test the operation of anbjectorienteddriven program

Assessment criteria

The learner can:

7.1 Make effective use of the debugging facilities available in the IDE

7.2 Prepare a test strategy

7.3 Select suitable test data and determine expected test results

7.4 Record actual test results to enable comparison with expected results

7.5 Analyse actual test results against expected results to identify discrepancies
7.6 Investigate test discrepancies to identify and rectify their causes.

Learning outcome

The learnewill:
8. Document arobject-orienteddriven program

Assessment criteria

The learner can:
8.1 Create onscreen help to assist the users of a computer program
8.2 Create documentation for the support and maintenance of a computer program.
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UAN: K/505/5786

Level: 3

Credit value: 15

GLH: 75

Aim: Thisunit develogs the knowledge and skillequired to

implement information governancélJpon completion of this
unit, learners will have an understanding of the procedure
involvedin implemeninginformation governance and the
legislationthat must be complied with.

Learning outcome

The learner will:
1. Understand the purpose dfiformation governance

Assessment criteria

The learner can:

1.1 explain the importance of confidentiality, integrity and availability for information system
1.2 explain the role of identity in information security

1.3 explain the importance and use ofyptographic techniques in information security

1.4 describe the information security procedures required by different types of organisation!
1.5 outline the legal requirements for information security for individuals and organisations

Learning outcome

The karner will:
2. Understand information security threats and vulnerabilities

Assessment criteria

The learner can:
2.1 describe the types of threats facing the information security of individuals and organisat

2.2 explain the development of threats to theformation security of individuals and
organisations

2.3 describe sources of threats to information security in terms of opportunity, ability and
motive

2.4 describe the types of information security vulnerabilities that can arise in hardware and
software componats

2.5 explain how hardware and software vulnerabilities can be identified and resolved
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Learning outcome

The learner will:
3. Understand information security techniques and technologies

Assessment criteria

The learner can:

3.1

3.2
3.3
3.4

3.5
3.6
3.7
3.8

describe commormwryptographic techniques including examples of their use in informatio
security

explain the limitations of cryptography and their impact on information security
explain how physical and logical access controls can be used to protect information sys

design an access control system incorporating levels of access and the use of identity t
protect a given information asset

compare proactive and reactive information security techniques

explain the information security features of hardware and network congoas
compare ethical and unethical hacking

describe how ethical hacking can contribute to information security testing

Learning outcome

The learner will:
4. Understand information security risk assessment and management

Assessment criteria

Thelearner can:

4.1
4.2
4.3

4.4

describe how to identify information assets which may be at risk
assess the probability and impact of given risks

describe available methods for preserving and restoring the integrity and availability of
information assets

explain theresponsibilities of system users for information security.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)



~

PYyAGD ypy ¢SadAy3a OrRST2ANOHBBBE & 2 T

UAN: T/505/5788

Level: 3

Credit value: 12

GLH: 40

Aim: This unit aims to develop the knowledge and skills require

to test theinformation securityimplemented on a system to
establish its effectivenesklpon completion of this unit,
learners willbe able to plan and carry out the security testi
of information systems

Learning outcome

The learner will:
1. Beable to conduct security testing

Assessment criteria

The learner can:

1.1 develop test scripts for specified information assurance requirements testing

1.2 create plans that ensure that specified information assurance requirements are tested
1.3 implement specified preparations prior to carrying out tests

1.4 apply specified test methods, tools and techniques following organisational procedures
1.5 record the results ofests using standard documentation

1.6 implement specified activities following the completion of testing

Learning outcome

The learner will:
2. Be able to report on test results

Assessment criteria

The learner can:
2.1 examine the results of testing fdentify security vulnerabilities
2.2 prioritise identified vulnerabilities against specified information assurance requirements

2.3 report any high priority vulnerabilities to the relevant persons following organisational
procedures

2.4 identify the type of actionsaguired to mitigate identified vulnerabilities

2.5 report the results of test activities using standard documentation following organisationg
procedures
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UAN: T/505/5791

Level: 3

Creditvalue: 9

GLH: 30

Aim: Thisunit develogs the knowledge and skills required

assessnformation security risls. Learners achieving this uni
will be able to gather information that can be used to
developinformation security risk contingency plarad
manage the identified risks.

Learning outcome

The learner will:
1. Be able to gather information on information security risks

Assessmentriteria

The learner can:

1.1 verify the scope of information assets and system components to be assessed with rele
persons

1.2 use specified investigative methods following organisational procedures

1.3 gather information to enable the security specified information assets and system
components to be assessed

1.4 record all gathered information using standard documentation

Learning outcome

The learner will:
2. Be able to assess and report on information security risks

Assessment criteria

Thelearner can:

2.1 examine gathered information to identify risks to the security of specified information as
and system components

2.2 categorise the priority of identified risks by determining their probability of occurrence a
potential impact

2.3 report high prority risks to the relevant persons following organisational procedures
2.4 determine the types of actions required to mitigate identified risks

2.5 report the results of risk assessment activities using standard documentation following
organisational procedures
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UAN: F/505/5793

Level: 3

Credit value: 9

GLH: 23

Aim: This unit aims to develop the knowledge and skills require

to investigate a securitincident Upon completion of this
unit, learners wilbe able to gather information that can be
used to determine the impact of a security incident and
make recommendations regarding the mitigation of the
associated risks.

Learning outcome

The learner will:
1. Beable to gather information to investigate information security incidents

Assessment criteria

The learner can:

1.1 identify the information assets and system components that may be impacted by detect
incidents

1.2 verify the scope of detectethcidents with relevant persons
1.3 obtain and preserve evidence relating to detected incidents

Learning outcome

The learner will:
2. Be able to investigate information security incidents

Assessment criteria

The learner can:
2.1 undertake agreednvestigative actions

2.2 examine how access to the affected information assets and system components was
obtained

2.3 report to the relevant persons any incidents for which the mode of access cannot be
identified

2.4 make recommendations on the need for detail@ddnsic examinations

2.5 report on incident investigation activities using standard documentation

2.6 follow organisational procedures for investigation activities
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UAN: F/505/5812

Level: 3

Credit value: 9

GLH: 25

Aim: This unit aims to develop the knowledge and skills require

to managenformation security risls., Learners willbe able
to gather information that can be used to develop
information security risk contingency plarmd manage the
identified risks.

Learning outcome

The learner will:
1. Be able to gather information to manage information security incidents

Assessment criteria

The learner can:
1.1 follow organisational procedures for the detection and classification of incidents

1.2 identify the information assets and system components that may be impacted by detect
incidents

1.3 verify the scope of detected incidents with relevant persons

1.4 obtain information and data on incidents to assess their impact on information assets al
systemcomponents

Learning outcome

The learner will:
2. Be able to carry out information security incident management activities

Assessment criteria

The learner can:
2.1 identify types of actions required to resolve incidents or mitigate their impact

2.2 report any incidents which cannot be resolved or mitigated to the relevant persons follo
organisational procedures

2.3 make recommendations for specific actions to be taken to respond to incidents

2.4 report on incident management activities using standardwoentation following
organisational procedures

2.5 follow organisational procedures for the closure of incidents
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UAN: R/505/5801

Level: 3

Credit value: 6

GLH: 10

Aim: This unitdevelogs in learnershe knowledge and skills

requiredto undertake forensic examinations following an
issue involvingnformation, to ensure that evidence is
preservedLearners achieving this umnitill know how to
carry outthe actions required to prevent evidence being
compromised by activities undertaken when investigating
issue involvingnformation security.

Learning outcome

The learner will:
1. Be able to carry out information security forensixaminations

Assessment criteria

The learner can:
1.1 follow organisational procedures for forensic examinations

1.2 undertake specified actions to secure information assets and system components subje
actual or attempted breaches of security

1.3 applyforensic methods to examine specified system information for evidence of actual ¢
attempted breaches of security policy or legislation

1.4 report any identified sources of actual or attempted breaches of security to the relevant
persons

1.5 use specified toolsotanalyse the integrity of software
1.6 report on forensic examination activities using standard documentation

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891) 161



LyAO yep [ FNNE WTE2 NiEsIOMaNWA G & | dzRA G :

UAN: A/505/5808

Level: 3

Credit value: 6

GLH: 10

Aim: This unitprovides theskillsand knowledge necessaty plan

and undertake information security auditdpon completion
of this unit, learners wilbe able to plan and undertake
security audits that can be used meanage any identified
risks.

Learning outcome

Thelearner will:
1. Be able to carry out information security audit activities

Assessment criteria

The learner can:

1.1 verify the scope of information assets and system components to be audited with releve
persons

1.2 use specified audit methods to obtaimformation and data relating to information assets
and system components to assess security compliance

1.3 examine information and data relating to information assets and system components to
assess security compliance

1.4 report any security noicompliance to tle relevant persons
1.5 report on audit activities using standard documentation
1.6 follow organisational procedures for information security audits
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UAN: K/500/7379

Level: 3

Credit value: 9

GLH: 80

Aim: This unit provides the underpinning knowledgeetmable

learners toconfigure and administauser profilesUpon
completion of this unit, learners wilinderstandtypes of
user profiles and how to assign permissions.

Learning outcome

Thelearner will:
1. Know how to administer user profiles

Assessment criteria

The learner can:
1.1 describe the organisational policy on user profilsch as:
a user identifier (eg. username)
b  password and related information (eg change frequency)
¢ allowedsystem access (eg times, locations)
d allowed access to &dities €g data, software)
1.2 describe how to create and edit user and standard profiles
1.3 describe how user profiles affect access to system facilgiesh as
a shared resources (eg data storage, prisde
b  software
c data

Learning outcome

The learner will:
2. Be able tcadminister user profiles

Assessment criteria

The learner can:

2.1 make specified changes to user profiles

2.2 specify user profiles to meet individual requirements
2.3 create standargrofiles for groups of users

2.4 provide guidance on user profiles to immediataleagues
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UAN: R/505/5815

Level: 3

Credit value: 12

GLH: 69

Aim: This unitprovides theskillsand knowledge necessaty test

the information security that has been implemented on a
system to establish its effectivenes#ponsuccessful
completion of this unit, learners witle able to plan and
carry out the security testing of information systems

Learning outcome

The learner will:
1. Understand the test process and testing techniques in relation to information security

Assessment criteria

The learner can:

1.1 describe the impact on organisations and individuals of failures to preserve the
confidentiality, integrity and availability of information systems

1.2 explain the role of testing in preserving the confidentiality, integrity and availability of
information systems

1.3 explain the impact of information security on the test process

1.4 compare how static and dynamic testing techniques are applied to information security
testing

1.5 describe how standard testing techniques are used when testing information security

Leaning outcome

The learner will:
2. Understand the use of common tools for information security testing

Assessment criteria

The learner can:
2.1 describe how tools can be used to improve efficiency and reliability of information secut
testing

2.2 explain howto develop plans for information security testing
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Learning outcome

The learner will:
3. Be able to carry out penetration testing

Assessment criteria

The learner can:

3.1 describe the role and applicability of penetration testing

3.2 describe commompenetration testing techniques

3.3 carry out penetration testing according to given specifications
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UAN: K/505/5819

Level: 3

Credit value: 6

GLH: 34

Aim: This unitprovidesknowledge and skills required ensure

the secure development of systemdpon completion of this
unit, learners wilunderstand the stages of th®ystems
development life cycle (SDL#&)d the associated security
requirements.

Learning outcome

The learner will;

1. Understand the role of security in the systems development life cycle (SDLC)

Assessment criteria

The learner can:

1.1 describe common systems development life cycle (SDLC) models

1.2 explain the implications of not including secunigguirements in each stage of the SDLC
1.3 describe the factors that can influence security requirements including:

1.4 how critical the system is to the organisation

1.5 system requirements for confidentiality, integrity and availability

1.6 applicable regulations and poies

1.7 actual or potential threats in the environment where the system will operate

1.8 identify opportunities for including security requirements in each stage of the SDLC.

City & GuildDiplomas in ICT Professional Competence (48203/04) (Units 606891)

Q)¢

Q)¢



Ly T / P NNEAYy3I 2dzi St SOGNBYAO

Level: 4

Creditvalue: 12

GLH: 75

Aim: This unit develogpthe skillsnecessaryo undertake

electronic forensic examinations following an issue involvi
information, to ensure that evidence is preservedpon
completion learners wilbe able tocarry out theactions
required to prevent evidence being compromisgten
investigating an issue involvimgformation security.

Learning outcome

The learner will:
1. Be able to understand what evidenise

Assessment criteria

The learner can:

1.1 Describe different types of evidence

1.25Aa0dzada S @A RSy Odstdsuré\ay hast dfaningedtigatidn2 NJ S

1.3 Demonstrate how to balance the competing demands of business continuity with evidenc
gathering

1.4 Discuss the role of the expert witness and howairies from a witness of fact

Learning outcome

The learner will:
2. Be able to understand what constitutes a crime

Assessment criteria

The learner can:

2.1 Describe the components of a crime
229 ELI FAY GKS LINAYOALX S 2F WodaNRSY 2F LINE:
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Learning outcome

The learner will:
3. Be able to understand the roles that exist within an investigation

Assessment criteria

The learner can:
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3.1 Describe the different types of investigation tt@uld be undertaken
3.2 Describe the role of the forensic examiner
3.3 Explain the responsibilities and liabilities of a forensic examiner

Learning outcome

The learner will:
4. Be able to understand the investigation steps

Assessment criteria

Thelearner can:

4.1 Describe the investigation steps that are usually undertaken

4.2 Explain how the investigation steps influence the forensic strategy

4.3 Explain the importance of the chain of custody

4.4 Discuss the key principles and methods that would be used invastigation

4.5 Explain the impact of the key principles and methods may have on an investigation

4.6 Demonstrate recording of actions to withstand the scrutiny from independent third parties

Learning outcome

The learner will:
5. Be able to understand dastorage and digital devices

Assessment criteria

The learner can:

5.1 Describe where data can be stored and relevant storage devices

5.2 Explain the problems posed for an investigation by the way data is stored

5.3 Explain why operating systems may pose a problem for the investigation

5.4 Discuss the problems posed by various digital devices for a forensic investigator

Learning outcome

The leaner will;
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Assessment criteria

The learner can:

6.1 Describe a range of adfibrensic techniques

6.2 Explain how to identify methods used for aftirensic purposes
6.3 Discuss what may be done éwercome antforensic techniques

Learning outcome

The learner will:
7. Be able to understand different methods of forensic examination and analysis

Assessment criteria

The learner can:

7.1 Describe the advantages and disadvantages ofdiransics

7.2 Describe the advantages and disadvantages of dead forensics
7.3 Explain when you would use live and dead forensics
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UAN: A/505/5811

Level: 4

Credit value: 12

GLH: 30

Aim: This unitprovidesthe knowledge and skills requirgd plan

and undertake information security auditdpon completion
of this unit, learners wilbe able to plan and undertake
security audits that can be used meanage any identified
risks.

Learning outcome

The learner will:
1. Be able to prepare for information security audit activities

Assessment criteria

The learner can:

1.1linterpret given information security audit briefs to identify the information assets and syst¢
components to be audited

1.2 identify sources of information relating to the information assets and system components
scope

1.3 develop audit plans, following organisational procedures, which will ensure a thorough
assessment of security compliance across the whole scope of the audit

1.4 verify audt scope and plans with relevant persons

Learning outcome

The learner will:
2. Be able to carry out information security audit activities

Assessment criteria

The learner can:

2.1 carry out information security audits following organisatiopedcedures

2.2 critically review information and data relating to information assets and system componer
assess security compliance

2.3report any security hostompliance to the relevant persons in line with organisational
procedures and timelines

2.4report on audit activities following organisational procedures

2.5 make justified recommendations for actions to be taken to improve security compliance t(
relevant persons using media, format and structures which meet the needs of the intende
audience
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UAN: M/505/5806

Level: 4

Credit value: 9

GLH: 20

Aim: This unitcoversthe knowledge and skillsecessaryo

undertake forensic examinations following issues involvin
informationto ensure evidence is preservdaarners
achieving this uniwill be able tocarry out the activities
necessary tgrevent evidence being compromised when
investigating an issue\olving information security.

Learning outcome

The learner will:
1. Be able to carry out information security forensic examinations

Assessment criteria

The learner can:
1.1 carry out forensic examinations following organisational procedures

1.2 analyse system information for evidence of actual or attempted breaches of security polic
legislation

1.3report any identified actual or attempted breaches of security to the relevardqres
following organisational procedures and timelines

1.4 use security tools to analyse the integrity of software

1.5take actions to secure information assets and system components subject to actual or
attempted breaches of security in line with organisatiotiralelines

1.6 with the authorisation of relevant persons, seize evidence in accordance with legislation ¢
following organisational procedures

1.7 seize evidence, minimising disruption to the organisation and maintaining evidential integ
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Unit 880 Carryingout information security incident
management activities

UAN: J/505/5813

Level: 4

Credit value: 12

GLH: 35

Aim: This unitcoversplamingand undertakng activities involved

in responding to an incident involving information security
Uponsuccessfutompletion, learnerganundertake
activities associated with responding to an incident, makir
recommendations in line with organisational policies.

Learning outcome

The learner will:
1. Be able to prepare for information security incident management

Assessment criteria

The learner can:

1.1 interpret given incidentnvestigationbriefs to identify the scope of the incidents to be
managed

1.2 verify the scope of identified incidents with relevant persons
1.3 evaluate sources of evidence relating to identified incidents

Learning outcome

The learner will:
2. Be able to manage informatia®ecurity incidents

Assessment criteria

The learner can:
2.1 obtain evidence relating to identified incidents, following organisational procedures
2.2 critically review evidence to determine appropriate investigative actions

2.3 make justified recommendations for investigative actions to relevant persons using mec
format and structures which meet the needs of the intended audience

2.4 report on incident invetigation following organisational procedures
2.5 critically evaluate organisational procedures for Incident Investigation.
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UAN: A/505/5792

Level: 4

Credit value: 12

GLH: 40

Aim: This unitcoversthe knowledge and skilisecessary tglan

and undertake an information security risk assessment.
Upon completion of tk unit, learners wilbe able to
interpret risk assessment briefs and identify the informatic
required to allow thema plan and carry out aeffective
security risk assessment.

Learning outcome

The learner will:
1. Be able to prepare for information security risk assessments

Assessment criteria

The learner can:

1.1 interpret given risk assessment briefsitientify the information assets and system
components to be assessed

1.2 verify the scope of identified information assets and system components with relevant
persons

1.3 evaluate sources of information relating to potential risks that may impact on the secri
identified information assets and system components

Learning outcome

The learner will:
2. Be able to carry out information security risk assessments

Assessment criteria

The learner can:

2.1 use arange of investigative methods to gathridormation relating to potential risks that
may impact on the security of identified information assets and system components

2.2 record all gathered information in line with organisational requirements

2.3 analyse gathered information to identify risks to thecggty of identified information assets
and system components

2.4 assess identified risks to determine their probability of occurrence and potential impact
2.5 evaluate risks against organisational risk tolerance levels
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2.6 report any risks which exceextganisational risk tolerance levels to the relevant persons
following organisational procedures and timelines

2.7 formulate actions to mitigate risks
2.8 report the results of risk assessment in line with organisational procedures

2.9 communicate the results and impations of risk assessments to relevant persons using
media, format and structures which meet the needs of the intended audience

2.10 evaluate organisational procedures for risk assessment
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UAN: L/505/5814

Level: 4

Credit value: 12

GLH: 40

Aim: This unitenables learners tdevelop the knowledge and

skillsnecessaryo carry outinformation security risk
managementlUpon completion of tk unit, learners wilbe
able to plan and undertakiasksassociated with risk
management tanitigate any risks to systems and network

Learning outcome

The learner will:
1. Be able to develop information security risk contingency plans

Assessment criteria

Thelearner can:

1.1 interpret given risk management briefs to identify the information assets and system
components to be covered by the risk contingency plan

1.2 verify the scope of identified information assets and system components with relevant pe

1.3 develop risk contingency plans on a given analysis of the probability and impact of all ide
risks

1.4 justify the range of response actions that may be used to mitigate risks
1.5 evaluate risk contingency plans against external standards and legislation
1.6 record information security risk contingency plans in line with organisational requirements

Learning outcome

The learner will:
2. Be able to manage information security risks

Assessment criteria

The learner can:

2.1 manage defined response actionsrtsks which impact the integrity of information assets ar
system components following organisational procedures and timelines

2.2report any risks arising for which no response actions have been defined to the relevant
persons following organisational procagag and timelines

2.3report on information security risk management activities following organisational procedt

2.4 communicate the results and implications of risk management activities to relevant perso
using media, format and structures which meet thesde of the intended audience

2.5 evaluate organisational procedures for risk management
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UAN: J/601/3300

Level: 4

Credit value: 15

GLH: 90

Aim: The aim of this unit is to teach tlwncepts of eventriven

programming. In order to do this the learner will learn sorr
of the features of an everdriven environment such as usin
standard input and output commands and use the integra
development environment effectively. They will haave
opportunity to use what they have learnt by modifying an
existing program to improve its quality. The learner will te:
their amended cost against actual and expected outcome
Lastly the learner will develop design documentation for u
in program maitenance as well as end user documentatio
such as a user guide.

Learning outcome

The learner will:
1. Be able tadesign evendriven programs to address loosely defined problems

Assessment criteria

The learner can:
1.1 identify and structure theeomponents and data required to address problems
1.2 select and use prdefined components, specialising as required

1.3 identify the set of events that invoke behaviour of components and other programme
elements

1.4 specify the behaviour of components and other prangrelements to allow efficient
implementation, selecting appropriate data types, data and file structures and algorithm

1.5 record the design using wedktablished notations

Learning outcome

The learner will:
2. Be able tgoroduce a working everdriven prayram which meets the design specification

Assessment criteria

The learner can:

2.1 make effective use of basic programmiagguage features and programming concepts to
implement a program that satisfies the design specification

2.2 make effective use of thiatures of the programming environment
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2.3 make effective use of user interface components in the implementation of the program
2.4 make effective use of a range of debugging tools

Learning outcome

The learner will:

3. Be able tadevelop eventdrivenprograms that reflect established programming and softwar
engineering practice

Assessment criteria

The learner can:
3.1 apply standard naming, layout and comment conventions
3.2 apply appropriate data validation and error handling techniques

Learning outcome

The learner will:
4. Be able tadevelop test strategies and apply these to evnitven programs

Assessment criteria

The learner can:

4.1 develop and apply a test strategy consistent with the design identifying appropriate test
4.2 apply regression testing consistent with the test strategy

4.3 use appropriate tools to estimate the performance of the program

Learning outcome

The learner will:

5. Be able tadevelop design documentation for use in program maintenance aneused
documentation

Assessment criteria

The learner can:
5.1 record the final state of the program in a form suitable for subsequent maintenance
5.2 provide enduser documentation that meets the user's needs
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UAN: T/601/3308

Level: 4

Credit value: 15

GLH: 90

Aim: The aim of this unit is to teach the concepts of designing ¢

developing objecbrientated programs. As part this unit, th
learner will learn some of the key elements of object
orientated languages such as how to declare file structure
and how to use sme of the predefined functions. The
learner will have an opportunity to use what they have lea
to modify an existing program to improve its quality or writ
a new program. The learner will test the revised code and
record expected and actual results.

Learning outcome

The learner will:
1. Be able tadesign objecioriented programs to addredsosely definegoroblems

Assessment criteria

The learner can:

1.1 identify a set of classes and their interrelationships to address the problem
1.2 makeeffective use of encapsulation, inheritance and polymorphism

1.3 select and reuse prexisting objects and templates specialising as required
1.4 structure the design so that objects communicate efficiently

1.5 specify the properties and behaviour of classes to alifficient implementation, selecting
appropriate data types, data and file structures and algorithms

1.6 record the design using wedktablished notations

Learning outcome

The learner will:
2. Be able tgoroduce a working objeetriented program which meetsie design specification

Assessment criteria

The learner can:

2.1 make effective use of basic programming language features and programming concept
implement a program that satisfies the design specification

2.2 make effective use of the features of tigogramming environment
2.3 make effective use of user interface components in the implementation of the program
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2.4 make effective use of a range of debugging tools

Learning outcome

The learner will:

3. Be able tadevelop objectoriented programs thateflect established programming and
software engineering practice

Assessment criteria

The learner can:
3.1 apply standard naming, layout and comment conventions
3.2 apply appropriate data validation and error handling techniques

Learning outcome

Thelearner will:
4. Be able tadevelop test strategies and apply these to objedented programs

Assessment criteria

The learner can:

4.1 develop and apply a test strategy consistent with the design identifying appropriate test
4.2 apply regressiotesting consistent with the test strategy

4.3 use appropriate tools to estimate the performance of the program

Learning outcome

The learner will:

5. Be able tadevelop design documentation for use in program maintenance aneused
documentation

Assessment criteria

The learner can:
5.1 record the final state of the program in a form suitable for subsequent maintenance
5.2 provideenddzi SNJ R20dzySyidlFdAazy GKIG YSSia GKS
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Unit 885 Designing and developing procedurebmputer

programs
UAN: T/601/3311
Level: 4
Credit value: 15
GLH: 90
Aim: The aim of this unit is to teach the concepts of procedural

programming. As part this unit the learner will learn some
the key elements of a procedural language such astoow
declare file structures and how to use some of the
predefined functions. They will have an opportunity to use
what they have learnt by modifying an existing program tc
improve its quality. They will test the revised code and
record expected and actuadsults. Lastly the learner will
develop design documentation for use in program
maintenance as well as end user documentation such as
user guide.

Learning outcome

The learner will:
1. Be able tadesign procedural programs to addrdessely definegroblems

Assessment criteria

The learner can:

1.1 identify and structure procedures and functions to address problems
1.2 select and use library functions and procedures

1.3 structure the design with regard to coupling and cohesion

1.4 specify the behaviour of functions and procedures to allow efficient implementation,
selecting appropriate data types, data and file structures and algorithms

1.5 record the design using wedktablishel notations

Learning outcome

The learner will:
2. Be able tqoroduce a working procedural program which meets the design specification

Assessment criteria

The learner can:

2.1 make effective use of basic programming language featuregpeogtamming concepts to
implement a program that satisfies the design specification

2.2 make effective use of the features of the programming environment
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2.3 make effective use of user interface components in the implementation of the program
2.4 make effective use dd range of debugging tools

Learning outcome

The learner will:

3. Be able tadevelop procedural programs that reflect established programming and softwar
engineering practice

Assessment criteria

The learner can:
3.1 apply standard naming, layout amdmment conventions
3.2 apply appropriate data validation and error handling techniques

Learning outcome

The learner will:
4. Be able tadevelop test strategies and apply these to procedural programs

Assessment criteria

The learner can:

4.1 develop andapply a test strategy consistent with the design identifying appropriate test (
4.2 apply regression testing consistent with the test strategy

4.3 use appropriate tools to estimate the performance of the program

Learning outcome

The learner will:

5. Beable todevelop design documentation for use in program maintenance aneused
documentation

Assessment criteria

The learner can:
5.1 record the final state of the program in a form suitable for subsequent maintenance
5.2 provideenduserR2 OdzY Sy i GAz2zy GKIFG. YSSia GKS dza
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UAN: R/602/1772

Level: 4

Credit value: 15

GLH: 90

Aim: This unitshowslearners how to investigate and define

customer requirementsor ICT systemd_earners will use
different methods of investigation, learn how to record the
findings and present them to colleagudhey will also be
shown howto analyse information and identify the needs
and constraints in meeting the requirements of their
custoners.

Learning outcome

The learner will:
1. Be able tacontrol the investigation of existing and proposed systems and processes

Assessment criteria

The learner can:

1.1 select and use the investigative methods which will elicit relewasntmation about existing
and proposed systems and processes

1.2 create the documentation required to record the results of investigations

1.3 ensure that investigative methods are applieatrectly,and all relevant information is
recorded using standard documigion

1.4 ensure that the confidentiality of customer information is preserved
1.5 provide advice and guidance to colleagues on investigation and analysis of information
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Learning outcome

The learner will:
2. Be able taanalyse information to identify needs amdnstraints

Assessment criteria

The learner can:
2.1 explain the types oflefectsand their causes which can arise in information
2.2 describe methods of minimising defects in information
2.3 explain how customer needs and constraints can affect the design @ Esystem
2.4 analyse information to identify customer needs and priorities for:
a. data to be stored and processed
b. functionality in terms of inputs, processes and outputs
c. capacityincluding numbers of users, throughput, and data storage
2.5 analyse information to identify customer constraints
2.6 verify that identified needs, priorities and constraints meet customer requirements
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UAN: D/505/5798
Level: 4
Credit value: 12
GLH: 35
Aim: Thisunits developghe necessary skills arlcdhowledge to

gather and analyse information regarding an information
security incidentLearnerswill be able tointerpret
information gathered to identify the impact of the incident
and make recommendations about the mitigation of risks.

Learning outcome

Thelearner will;

1. Be able to prepare for information security incident investigations

Assessment criteria

The learner can:

1.1 interpret given incident investigation brigfo identify the scope of the incidents to be

investigated

1.2 verify the scope of identified incidents with relevant persons
1.3 evaluate sources of evidence relating to identified incidents

Learning outcome

The learner will:

2. Be able to investigate informain security incidents

Assessment criteria

The learner can:

2.1 obtain evidence relating to identified incidents, following organisational procedures
2.2 critically review evidence to determine appropriate investigative actions

2.3 make justified recommendations for investigative actions to relevant persons using mec
format and structures which meet the needs of the intended audience

2.4 report on incident invetigation following organisational procedures
2.5 critically evaluate organisational procedures for incident investigation
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UAN: M/504/5504

Level: 4

Credit value: 15

GLH: 90

Aim: Thisunit provides the understanding afanadngIT &

telecoms systemand the skills requiredJpon completion
of the unit, learners wilknow how to configure IT &
telecoms systems to meet customer requirements and
review existing configurations, making recommendations
about how these may be optimised.

Learning outcome

The learner will:
1. Understand how to manage systems

Assessment criteria

The learner can:

1.1 explain how to align system functionality with organisational objectives and customer ne
1.2 explain the types ofonfigurationsand asset information associated with systems

1.3 explain the types and applications of system management and monitoring tools

Learning outcome

The learner will:
2. Be able taeview the functionality and management of systems

Assessment criteria

Thelearner can:

2.1 evaluate the functionality of systems against organisational objectives and customer ne
to identify possible improvements

2.2 evaluate current system configuration and asset information to identify possible
enhancements to performance and cafigc

2.3 assess current system management and monitoring tools, and their use, suggesting po
improvements

2.4 review, and where necessary update, working procedures for system management
2.5 evaluate the impact of regulatory requirements on system management
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Learning outcome

The learner will:
3. Be able tananage systems

Assessment criteria

The learner can:

3.1 select and implement configuration options to optimise system performance and capaci
3.2 ensure that changes made to system configurationsediective

3.3 recognise and resolve any system problems arising from configuration changes

3.4 audit records of system configuration and asset information for completeness and accu
3.5 evaluate potential risks, including security threats, to systems

3.6 contribute to the development of the organisation's system management strategy
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UAN: R/504/5513

Level: 4

Credit value: 15

GLH: 90

Aim: This unitdevelop f S NJ S NBA Oftdey RS NA

architecture used in IT & telecoms systertdpon successful
completion, earners wilknowhow to maintain IT &
telecoms systems and review existing configurations, mal
recommendations about how these may be optimised.

Learning outcome

The learner will:
1. Understand the technical architecture of it or telecom systems

Assessment criteria

The learner can:

1.1
1.2

1.3
1.4
15

explain the technical architecture of a system and describe alternative approaches

explain the contribution to overall system functionality of the main physical and logical
components of the system

explain how system components can be physically anddthginterconnected
describe the external connections of the system and how they are used
explain the facilities available for controlling and monitoring the operation of the system

Learning outcome

The learner will:
2. Understand how to specify systenperation parameters

Assessment criteria

The learner can:

21
2.2

2.3
24

25

explain how the expected functionality and capacity of the system has been specified

explain how qualitative and quantitative measures of system operation have been deriv
from functionality and capacity specifications

explain how the system can be controlled to optimise performance

explain how monitoring can be used to measure the qualitative and quantitative operati
the system

describe the routine maintenance or replenisant required to maintain normal system
operation
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Learning outcome

The learner will:
3. Be able to ontrol the operation of systems

Assessment criteria

The learner can:

3.1 select the control facilities to be used and document how they are to be useptimise
system operation

3.2 select the monitoring facilities to be used and document how they are to be used to idel
actual and potential deviations from normal system operation

3.3 define and implement procedures to check the validity of reported deviaticm normal
system operation

3.4 define and implement procedures to investigate identified and reported deviations to
identify required corrective actions

3.5 define the system performance information to be recorded

Learning outcome

The learner will:
4. Be ableto control system maintenance

Assessment criteria

The learner can:

4.1 define and implement procedures to schedule maintenance and replenishment activitie!
minimise disruption to system operation

4.2 define and implement procedures to ensure timaintenance activities are carried out
safely and in accordance with relevant regulations

4.3 define and implement procedures to ensure that system users are promptly informed of
changes to system availability or performance during maintenance activities

4.4 define the maintenance and replenishment information to be recorded
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UAN: A/505/5789

Level: 4

Credit value: 15

GLH: 60

Aim: This unit aims to develop the knowledge and skills require

to test theinformation securityimplemented on a system to
establish its effectivenesklpon completion of this unit,
learners willbe able to plan and carry out the security testi
of information systems using a verity of tools/methods.

Learning outcome

The learner will:
1. Be able to fansecurity testing

Assessment criteria

The learner can:

1.1 develop a context driven test approach to systematically test specified parts of a systen
order to assess their information securgtatus

1.2 analyse given information assurance requirements to produce information security test
acceptance criteria

1.3 develop test scripts and plans to ensure that all information assurance requirements are
tested

1.4 prioritise testing activity to target the mosignificant threats and vulnerabilities first

1.5 select, and where necessary adapt, methods, tools and techniques to conduct penetrat
testing

1.6 define all required test preparation and conclusion activities

Learning outcome

The learner will:
2. Be able to arry out security testing

Assessment criteria

The learner can:

2.1 ensure that all required preparations are implemented, in line with test plans, prior to
carrying out tests

2.2 apply test methods, tools and techniques following organisatipnatedures
2.3 record the results of tests using organisational documentation

2.4 ensure that all required activities have been correctly implemented following the comple
of testing in line with test plans

2.5 critically evaluate the results of testing to accurgtelentify specific vulnerabilities
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2.6 prioritise identified vulnerabilities against information assurance requirements
2.7 determine and justify actions to mitigate identified vulnerabilities
2.8 report the results of test activities followingrganisational procedures

2.9 communicate the results and implications of test activities to relevant persons using me
format and structures which meet the needs of the intended audience

2.10 evaluate organisational procedures for carrying out secueisying
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Appendix 1 Dt 2aal NE
Agree to reach a joint decision (with one or more person(s))
Analyse to study or examine a topic in detalil, in order to discover more about it
Annotation words/notes written on material (eghotographs or text) usually to personalise or clarif

the material

Assessor observation

written evidence produced by the assessor to record what they have observed the lei
doing

Attitude

the way a person views something (NB learners do not hadéstmnguish between skills,
qualities and attitudes)

Learner portfolio

4S8 WILRNITFT2fA2Q

Learner statement

information provided by the learner which can bandwritten, typed or presented as a
video or audio recording

Choose select from a number ddlternatives

Decide reach a decision eg by considering options (these options may be suggested by the |
or another person)

Define say (orally or in writing) what the meaning of something, especially a word, is (eg defi
a particular term)

Demanstrate show how something should be done. This is evidence of performance.

Describe give details, to say or write what someone or something is like

Evaluate to judge or calculate the quality, importance, amount or value of something

Explain to make something clear or easy to understand by describing or giving information ak
it

Identify to recognise something (or someone) and say (or prove) what (or who) they are

List to make a list of at least two items. This could be a written lisdpoed by the learner (ec
hand written, using ICT, by highlighting or cutting and pasting from given source
materials). Oral evidence could be recorded as an assessor observation, audio recor
a record of questioning.

Outline give a general explaniah or description without detalil

Portfolio a collection of evidence which meets the assessment criteria. This can be paper base
and/or stored electronically (ie-portfolio).

Qualities distinguishing characteristics or attributes; a feature of persim&NB learners do not
have to distinguish between skills, qualities and attitudes)

Range at least three

Research find information eg from a variety of oral and/or written sources

Skill special ability or expertise, often acquired througaining (NB learners do not have to
distinguish between skills, qualities and attitudes)

State can be written or oral evidence. Evidence for oral contribution could be an assessor r
of questioning.

UAN Unit accreditation number

Use to put somethirg such as a tool or skill to a particular purpose

Witness statement

written evidence produced by someone other than the assessor to record what they t
observed the learner doing
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Appendix2 / KIFy3S RSOl Af
Version and date Change detail Section
1.10ct2012 Amendnent to the credit value for | Structure of

unit 208 the units
2.0 Jan 2013 Missing Units 190 & 191 Added Structure of

the units

2.1 March 2013

Amendment to GLH for unit 214 and
corrected unit formatting.

Structure of
the units

3.0 October 2013

Missing Unit 360 added.

Structure of
the units

3.1 January 2014

Correct GLH and credit value of unit
220

Units

corrected to Portfolio

Unit 384 title corrected

Unit 416 title corrected

Unit 580 credit value corrected to 14

3.2 March 2014 Corrected assessmentiteria 2.1 in Units
unit 308 to match Ofqual Register
3.3 March 2014 Corrected UAN number for unit 304 | Units
4.0 June 2014 Units 501¢ 505 units added Structure of
the units
6.0 December 2015 | Units 438451 and 580 added. Structure of
the units
Unit 288¢ assessment method Units

7.0 February 2017

Unit 4520416 title corrected

Unit title

8.0 February 2022

Units deleted and added as part of a
structuralamendment to the
qualification.

References to-skills UK removed.

Minor amendments to text for clarity

Units
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